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A 4 v l v
Active directory DHCP server WDS server Web Sesver NPS Server
L k4
File Server ; TMG Firewall

DNS server WSUS server Printer server

Active directory 41 ADUC > Add User AND OU

N GPO N Desktop wallpaper

Prevent changing them

Apply default account picture to all users

sl b o6 Slaglaad 23l

Printer server Al ala) Slalall a5 Asbk) Skl Aladuy)

NPS server ASAD Jpa gl opaniiead o bgydd 5 apld G A8 gaaa pday

DNS services > IP ousiic J;,guh',lh.igégbu.s'ij;,ﬁ\k. G daid Sy S8
DHCP services > AQJM@M@““@W Oaghial Gl ayaal
Fileservices > CASE e agilila AS AN fuaaddeall ol oyl
WDS services > Alad JME e ASlD opaaiianal LS AU canall
WSUS services > Al JYA 4 meaidadd Jowindows Slaad aig
Web server —p
pr—

Firewall server Adma olghl $85 SULD e rlaw 5 ASED o Sllad 485
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Simulation 3Slaall dles 1.4

Dlaayl aladind 5 Eua L daalal Ll il 4800 oLy 5 5Slaad VMWare 24y aladin) 5
Lpalyil Al Al g dael 5 el ellh, VMWare WorkStation PRO iy (e 15
ig Cua ¢ Windows Server 2012 s Windows server 2008 R2 Jui dakaily Jaas
ehal olsal 5 ¢ Ll clinlall cabise (i 4l Jie Wil e 2a2ll VMWare 4y
VMWare 4y jig iy ¢ jum gl Jpan dla 8 cllad) dajials 8ggu chliay)
Gl aal i) 5 Guae VM Network (VMnet) auly Capes Al dpualyit) culSas
s P e @il Jual) dlee slSladd @y, VMnet 2 ay daall oda Wi il
Ay Wpg ) Bridged dualall DA e lpmey sl Juag & LS ¢ dlall
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Glad PIA (e agre Jalaill Jeuy loe peaiiall (o 438 JS) duald degana oL 23 WS
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. agile sena

Oo Cpeddiuall aie 2 a8 deadll oda g ) Security S L) clalac) DA ey
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- Aleall 53¢y oLl Jasd Admin Jssadl 5 Technical Support puill - lewdl 23 Eua
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Name Type Name Type
& DWWSERVER Computer 2 empt User
1 FILESERVER Computer & emp2 User
MG Computer & emp3 User
82 Employee Group Security Group - Global
1%/ITC-1G)53UMK6PI Computer
18 ITC-10GNIHSTGIK Computer Name Type
o ITC-96XV2WDU65Z Computer 2 Doct User
18 ITC-9KALFB9YIEZ Computer 2 poc2 User
1~/ TC-HDPYAZPZMAL Computer 3) Doc3 User
& ITC-NRLRSVEYIEQ Computer #2,Dr Group Security Group - Global
&I TC-QMAM2QGDKS6E Computer
% JONSNOW-PC Computer
#pc Security Group -
Name Type
?_, stul User
3, stu2 User
Name Type s stu3 User
2 empd User 2, stua User
L emps User 2 stus User
2 technical support Security Group - Global 83, Student Gruop Security Group - Global

Domain jad ¢pasiiaally 532Y) (1.4)J8a
Group Policy 3uki2.2.4
« ORGANIZATIONAL UNIT (OU) <1 cliadlall ymaas &3 Group policy A o
- 5eaYls Cpeaiiuall (e JS (gsie Lo ciladlall yaat 2y Eua
—: Laa Policy (e ol (Gukay o565 Group Policy gli alyi) (S
e iy Jh Domain e lduls &y a9 —:Default Domain Policy .1
ool A Jshas Complexity asaill day Jie g el clalS e Lol Al Glbada

o il 2 Al abadall e (giat Sua -2 Domain Controller Policy .2
¢ el Slead

Domain (e L) &5 OU J<1 dald ciliadla aaal &5 38 agLull policy ) byl
Q\:\;M\ Y 1_4 d}lﬂ\ @4}”
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s Lk ol A8 g POLICY s}
ITC S AV 3ypm past o Jaad Control Panel Policy
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e Security Center Jud SlliS,
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ITC (e Ping dlaxy Fland) e Jaas Firewall Policy
& e ICMP JS5i5 5 Dla
Domain i lelaws & il 332y
ITC P e 536l JbaiV zans Remote Desktop Policy
cam e Jlaty) alead
ITC TMG o (alal) Gadail) cuiy o8 TMG CLIENT Policy
56 dia s e dars 535
. TMG Firewall
ITC siea) U< Alal) 8y iy a6 University Background
cAzalall Aald Byaa ) AS0E Policy
Employee oo B G gl pia e Jand Disable CMD And Registry
FOS laas s CMD a1 4 Policy
Student . Registry
Employee O dlat¥) Clalae ] juas adad TMG Client Settings Policy
FOS Firewall §35aY)
Student
Employee ceSadll dag) ) Jsaall User Control Panel And
FOS paldl) CiSall o o Jaal pidd Start Menu Taskbar and
Student . 5yl

A, Start 4l e Jowil) g
gl L & el (51 AD)
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34




FOS
Student

Bagagall QU AL Ao Jasd @ | oy dent Data and Share

Script i File Server e File Policy

eﬁw Léi dﬁﬂ(w ”J.\.CDJ:\S.\:?H

Ol e

ITC PC

Domain Controller
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Jitid 1) 53aYl Lals policy
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Policy
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Ll v Shead) oo e Je @ | \Nin(12 Wsus Targeting
sday Containers (s ciliaall
Juiid Al aalall Aals policy

Windows Server 2012 <iliaas

Policy

STUDENTS

e Cperdiaaally Shead) g o Jasi 0| poryoyable Devices Policy
31 USB Jlai) ailasg (ol alasin

DNS ¢lau) (slai allai aald 4S5 dlac) 3.4
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Domain Controller il Sleall lsic asdiviv Al e sjeay) IS o6
¢ el lgadl o sagage DNS daad o ellyy Lalall 40l clilae) 8 DNS l5ixS
e Gpb oo 8l elawd alasiul lpcany JLal) e 4K el IS oSan el

Ol i)

= JEIS Dns asla Jals leilay) 5l elad)

. 192.168.1.200 sl PrimaryServer auly i)l Sleall daw .1

. 192.168.1.202 ()5l FileServer auly File Server cilild) ol (a2

e lgiugd 5 iy WDS , WSUS , NPS (NAP) , WEB Printer sy Jaw -3
. 192.168.1.201 ()lsi2ll DWWServer auly aslall (i

TMG aul (Agdalal) 4Susy Juaidll TMG Server did Jaw ) TMG SERVER s .4
. 192.168.1.1 il

as wWW sl DWWServer jleall Al aul ises Alias(CNAME) o Lal & LS .5

C sl aalay Gald Jad)

—: DNS aila e ilaa) &5 il edlad) 2-4 JS&l) g

£ DNS Name Type Data Timestamp
4 = PRIMARYSERVER | _msdes
4 [ | Forward Laokup Zones 7 sites
b 5] _msdesitc.com 1 tep
P 2 itc.com 7 _udp

[ 1 Reverse Lookup Zones | DomainDnsZones

b Trust .Ploints | ForestDnsZones

b — Conditionsl Forwarders —| (same as parent folder) Start of Authority (504) [200], primaryserveritc.co..,  static

b Global Logs | (same as parent folder) MName Server (N5) primaryserver.itc.com. static
—| (same as parent folder) Host (A) 192.168.1.200 5/31/2021 1:00:00 PM
= DWWServer Host (A) 192.168.1.201 5/31/2021 1:00:00 PM
| FileServer Host (A) 192.168.1.202 2/1/2021 3:00:00 PM
=/ ITC-10GMNIHITGIK Host (A) 192.168.1.3 2/1/2021 10:00:00 AM
£ ITC-96XY2WDUGSZ Host (A) 192.168.1.2 2/8/2021 10:00:00 PM
£ ITC-9KALFagYIeZ Host (A) 192.168.1.8 2/6/2021 11:00:00 AM
=/ ITC-HDPIAZPZMAL Host (A) 192.168.1.6 2/6/2021 10:00:00 AM
£ ITC-NRLREVEYISQ Host (A) 192.168.1.50 4/28/2021 2:00:00 AM
HITC-OMIM20GDKSE Host (A) 192.168.1.9 2/6/2021 11:00:00 AM
—| primaryserver Host (4) 192.163.1.200 static
ETMG Host (A) 192.168.1.1 2/12/2021 3:00:00 PM
= www Alias (CNAME) dwwserver.itc.com. static

DNS o bl o3 ) cBaw) (2.4) 8
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DHCP (Sialistl) Cidaall oo atld Aipgs 5 2lac) 4.4

e llag DGA‘X\ PR INA| calalac s asd Cusy i) ea DHCP pAA Augh A
e 3l Jaxy « Network 1 ewy 3l 5 DHCP Jals 3Uai 5f Scope ¢l s
el leadl Juai¥) e oSaiy i Lo dealy Sles ol o 30l alall clalae) a5

. Domain . Jisuills Domain Controller

led oy (Ally GUaill clalae) paa (e Hiiad Allg ((POOI )pgliall dygla o L) &5 a3) Cus
33 g oy QS ((olsie DAl 5 Jol aaad gl ) leais wan () cpglial) Jlae wass
al ose L;i tosi aial @iy DHCP e aysill dlae (e Lgdliin) aipes Al Gslied)

L ASuEl) 8 aalsad) o 53alL duals Static IP

= 192.168.1.1 —: s aoa aia 52 1 gogl sl 3L dav o Jae of &b s
192.168.1.254

—: DHCP e aujsill dulee (e Liliias) o3 A oy lial)

Glaall Jlany 53eaY) Jsi ) Gateway Lfsd) olsic 58y 192.168.1.1  lswall .1
ceniayl e Jla) e SaE s
Laaia osliall oda of Cua 192.168.1.210 - 192.168.1.200 (stiall Jlas .2

Al e adlsal) seal
— Al )l 83eaY leaie 3 ) Static 1P a3l (5l

. 192.168.1.200 —: Domain Controller il jleall ylsie .1

. 192.168.1.202 -: File Server ;jlgc .2

192.168.1.201 —: WDS , WSUS , NPS (NAP) , WEB Printer »sa olsie .3

= (Al Al il TMG igleall las ddie olsic ) Gateway sl olsic .4
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—: 83l e s Sy Sl Scope Glailly alall cilalaey)
192.168.1.1 —: Gateway (jlsc .1

. 192.168.1.200 —: DNS Server ;jsc .2

. ITC.com —: ( DNS Domain Name) Domain ..\ .3

. (WDS aalay amy e Juai¥) ddee ) PXE Client <ol 4

. DHCP sy Aalall clalacY) 3-4 J&d) magag

Start IP Address End IP Address Description

+0192.168.1.1 192.168.1.254 Address range for distribution
124192.168.1.1 192.168.1.1 IP Addresses excluded from distribution
1%192.168.1.200 192.168.1.210 IP Addresses excluded from distribution

Option Name Vendor Value Policy Name
i) 003 Router Standard 192.168.1.1 None
iz, 006 DNS Servers Standard 192.168.1.200 None
i 015 DNS Domain Name Standard itc.com None
j 060 PXEClient Standard PXEClient None

DHCP a4 cilalas (3.4)Jsé
Clilal) 2l diygs g Jlac) 5.4
Al Al e A3 ) Wpis o A lly Al Gl e Gl Glead e
clalall 3)30 e W gse Slandll o3 ) Cua ¢ Sluiall Calide Cpaa 3353 salls L dalal)
- laadl) oda DA (e 35380 33al ae L@l o Leiias 2y A
Oo A e Sl oy Al clld) 5 ikl iSe LeSas Jig calilal clead o Lags
Opeddisall AS)lkey mant iy leddl) oda dlacly A & a8 )y eadd) Glal)

bl LY i Lags gl S0 A0l 030 e agililys agililal
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Ofdsaall Cpaatiisll (3al lild) adld e Wil 5 ) il ) Jseasll Jaguiils
Al 4 el a9 Network Drive oLl e Jeay Script aladiul & 38 L) Jsadll
- a1 e Script

. net use s: \\FileServer\ITStudent

Sle s2anl Group policy aladiul & a8 Cpoasall cperdiiadl K e Script Ll
&V ol Gaertiual aal Jgia die Jally ¢ agibluea ) Jodall Jaad die (preriidl
& ODAT e JSE e Sl @ el Caldl jelanas 4gle Script Gk ai alea
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file://FileServer/ITStudent

zi Ay File Server Resource Manager daxa diygs o3 a8 3ow L ) Al
Cua ¢ QUOta aadiee JS (pjat daliee dant S, Leiyias (San (Al lilall g )53l aaaty
(sl — gl — Ggpall) dabiadl Ll clile (S aa Cuay deadll oda dac)
33 2 LS Backup aliaY) sl cililes pdanll culalalls 35S agll culile Gl
el deadll o2 P e oSe @Sl 2 ) Gl e Cale JSUGB 3.50 dalawe
oy ¢ Aaadind) (il dalue Gl Glld) e bids 5 ) clled) mag )l

. File Server Resource Managere\;s:mi_} Glalal) dalise paat dlee 54 S

) File Server Resource Manager
File Action View Help
UL 2 ialfl 7)oy
3 File Server Resource Manager (Local) Fiter: Show al: 5 tems
4 5B Quota Management —
4 Quotas Quota Path % Used | Limit Quota Type Source Template Match Template
(8] Quota Templates = Source Template: IT Student Temp (5 items)
4 5 File Screening Management "
) 43 D:\ITStudent\" 350GB  Hard (Auto Ap... T Student Temp Yes
¢ File Screens
5] File Screen Templates 3 D:\ITStudent\C++ 0% 33068  Hard IT Student Temp Yes
| File Groups 3 D:\ITStudent\Java 0% 35068 Hard IT Student Temp Yes
ﬂ Storage Reports Management )
. 3 D:\ITStudent\Networking 0% 35068  Hard IT Student Temp Yes
b ig Classification Management
& File Management Tasks 3 D:A\ITStudent\Web Programming 0% 35068  Herd IT Student Temp Yes

File Server Resource Manager ?\Aﬁui.) Cililall dalua a3 (5.4)Jss
doLihll adld diugs g lae) 6.4

oo 4ild Gl A0l of 8 g 5 Leingd om0 Al claadl) (g delidall aald ey
5 A%l e sasmsall Clallall )l e dsse 05 S Slea dlaely Angi (g5l
5 Aeldall dleny 2D b cladlall e de gane 3an3 GIX 5 delbll Cllee b Sal

cAalaal) o3a e hals cpliddl cpeativall paas
Gy Al Alaiall Cilaglally oSatll ADIA (e (g Camy 20lA1) 13 Aggs 5 2 Jully
Glaglall 48l 5 LS ¢ 83ea¥l JlalV) o oSa Ja lalally dalall iyl yaas
Sleall Wjisy Al Group Policy e @iilie o Wi DA e ellg 40 s3al
Juadie JOUI AN 4 Slea S e Wi ) Al 50 s Domain controller o)l
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6-4 JS4l) mings AS0al e sasagal Clalall 0 JelS aSad i adladl 13 of o
cdeldall aald P e 310 Alaiad) cilalall 3yl dlec

{f Print Management Name ' ffa Print Management Printer Name Servee Nare
b [ Custom Filters & DWWServer (local) | b [ Custom Filters 0 HP LaserJet 2500 PCL6 PRIMARYSERV..
| Print Servers & primaryServer 4 § Print Servers
4 § DWWserver (local) ' 4 [ DWWServer (local)
#] Drivers : \##] Drivers
& Forms ! iy Forms
¥ Ports Y Ports
= Printers ' = Printers
4 3 primaryServer ! 4 g primaryServer
p || Drivers ) b ] Drivers
b &y Forms ! b 4y Forms
p § Ports 4 b § Ports
= Printers : == Printers

= Deployed Printers

= Deployed Printers

Printer Name QueueStatus  JobsIn.. ServerName  Driver Name Driver Version Driver Type

MIHP Laserlet 2500 PCLE Ready 0 primaryServer  HP Color Laseret 2500 PCL6 Class... 6.2.9200.16384 Type4 - User Mode
M HP Laserlet Professional P1102  Offline 0 primaryServer  HP Laserlet Professional P1102 20112659 Type 3 - User Mode
9 HP-Printer Offline 0 primaryServer  HP Laserlet Professional P1102 20112659 Type 3 - User Mode
9 Microsoft XPS Document Writer ~ Ready 0 primaryServer  Microsoft XPS Document Writerv4 6.2.9200.16384 Typed - User Mode

Al e claglal) 503 (6.4) s

Gugll adld dgs g dlac) 7.4

Ceadiinall (S a5 ¢ A o Lo pald 558 adse ) liad Ll g S
i lerise Ailzmind ) ad)l Cug 203 20t e L Y 45l a8l 13gd Jaasll (g o Dlanll
b3 (am g alA Agh 5 388 Gy ¢ A PIA e adgall Jpasll (e Gpeadiiunall Sy
fadia menal 0 Cua ¢ LI Sl 0xdis 03 wise (5] ) Jpeasl) 4B (e (Say Cuay AS04)
S HTML 38 alaiuly Lo o lly Joaall Jonasil daiia o B)lie Ay (35S adgal
IS psall cpartind) s 20l o Ganilly ¢ aalal) s Jee lasY olly; CSS
Ceadiuall (Kay s Public IP ale glsie A anal s @llg ¢ (Ansall Jaly) Al
i) DA e 4l Jgeall

Cusll aald A 5 52 5leall DNS aald DA (40 Alias(CNAME) Al anl s 5 LS
S ¢ and) 13 DA e wdsdl ) Jgagll e Gpeatind) Sy s www JEIS 4ile
—1 U adsall Jsuagll cilily apas

41



bl = NESHL-

CHTTP JsS 5550 alaainly adsall 4 1
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©5 Start Page
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L[} Application Pools

4 [&] Sites
b€ Default Web Site
4@
L] IMAGE
b - WSUS Administration

Filter: - ¥ Go - (g Show All | Groupby: Area - [E-

ASP.NET
i= ¥ § & 12 i | E| 2
| = o B © & & B & @
NET NET NET Error NET (MET Profile NET Roles  .NET Trust  .NET Users  Application Connection Machine Key|
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Authentic.. Compression  Default Handler HTTP

Configurat...

Pages Globalization Levels Settings Strings

E B & &

Controls
s

B 4 o & &€ P = M ¢+ & 8

ISAPI Filters  MIME Types  Modules Qutput Request 55 Settings
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Editor
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WDS jgaliy i dadd diygs 5 dlae) 8.4

Aually Alaiall 536adl any Cuny asldll 3a A & WDS aold olaef dglee DA (0
s U85 e laohae 2y Qaanl Akl of s ¢ A Gyl e daanil Akl Jaeay
P e Jednl) dalaily 2aldll Images sall ) Jsagll 53aY) asiis « Images
& &« DHCPaa s IP lsic o elgan a2y 38030 &S e Boot ¢ 381 dlee
Install Image Cils ‘yen 43l (0 IMAGE 3)5a oLl 5 Windows XP da ARENNY
sasase (15S5 Ally BOOT 381 cald Image sypa sLiil & LS ¢ aalall e asagall
B ) Jeadl e 5ead) oSan s alall e BOOT Images cile (jaa

P Glsie e lgdpan aa aalal) o)y Hal Jiais ol gl ) Windows XP

22 o) Cua « DHCP .ok WDS .ok Al @lilael 5l Option el 25 WS
dala clolacl cas ¢ WDS alay Juail) e oSKai s 56 o leagys Sy clalacy)
¢us ¢« Pxe Client o DHCP i <a)»35 Preboot execution Environment (PXE)w
e Booting £V Alary  leall mawy A sy A8 @S DA e Jany PXE (]

c o e Jaedl) dadail Jaeady Jlaty) dlee S 4 AS0EN @ S

a3 i « WDS  asld jue 3l Jaend dleny gl 7 samsall Gpadiiiusal) ayaas o3 GlAS,
JS e a35 ¢ ( Technical  Support ) il acall aud 5l (aiall Ladiall oda ¢ lac
Leliaas g adlall o Juml) a0 Jyagl) (4o DOmain 3 (peadi

o (ol Uy Jsaaslly 41 ansy Administrator)

MULTICAST 4 ye Juesill aedi Jiadil) alas e 435 oLis) 5 28 a3l ) ALY
il Al 3 UNICAST 4 yie Jpeatilly Ajlie Jrenill G jus Caim (o Juadl i 3l
Alee aolall fay S dpglladll 53al) aae 2t 5 LS ¢ 5)ad) e S o e ddl)
allai cilale 5 by ol asty of aalall o8 bl ¢ (Culen Gl) 2 23l xie Jpeal
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Capture Image in WDS Server 1.8.4

sl s WDS Sevrer s Al Capure Image Jaial) Lkl ga clead DA (e
Jel Uil siala dds L) & adlally Juain ) 83eal) Juind dadail (e gens 22l ag8
ol Jullys ¢ Aygllad) cligel) 5 bl o Al s2a g5in3 cua (Windows XP)
pla e Jnttll HUas Jaeat e o lgill die laypas ol by 6l s ) 2 las ol 33623
.WDS

Gl ) Aal Jaeaty ashy @A) lead) dilial &3 Cumy daaall sl e Jowill 5 WS
~ Generate g ol ¢Lis) 5 Domain Controller el Oleall A abas s Domain
Domain b lelaus & Al 83aY) o lend 4lim ¥ s daill Juady oty Slea JS3 aoa
5 ¢ <Dl oda elia) & SETUPMGR (SetUP Manager) sl alasiul & s

- g Aalal) @lalacY)s SETUPMGR 51af (e JS 9-4 JS&) ua sy

:SetungrTagI
[Unattended]
InstallFilesPath=C:\sysprep\i386

[GuiUnattended)
AdminPassword=f3ff9b6f88e2b460aad3b435b51404ee0bb85fcbf780eef84ac38609a4d8bd06
EncryptedAdminPassword=Yes
OEMSkipRegional=1
OEMDuplicatorstring="Windows XP x64"

M Tt
[UserData] Saiup Manager =)0 [X]
Fie Heb
ProductKey=VCFQD-VIFX9-46WVH-K3CD4-4)3)M
FullName="Admin" = General Settnge Computer Name
Name and Organcation Astign 3 name to the destination computer.
OrgName="ITC" Dipay Setings
ComputerName=* ;';3’: (" Automaicaly generate compuies nyne
4 ®
= Netwok Setings Use the lolowing computer name:
[SetupMgr] Computes e
Adnirisiaes Password I
DistFolder=C:\sysprep\i386 Netwodking Convponerts
DistShare=windist Wokgroup o Doman
Advanced Setings
Teleghory
[Identification] Regonal Settngs
Language:
JoinDomain=itc.com nstal Pritess
D Run Once
Addtional Commands
DomainAdminP. d=mad@111 dertfcation Sting
[Networking]
InstallDefaultComponents=Yes

gilalaei s SETUPMGR 314 (9.4) s
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—: WDS .als &lalae) 10-4 JS&) ma gy

1 88 Windows Deployment Services
1 4 33 Servers
: 4 Ty DWWServer.itc.com
4 | Install Images
5 Windows XP
| BootImages
1 Pending Devices
4 [ 3% Multicast Transmissions
&3 XP multicast
4 [ Drivers
b &y All Packages
p [ DriverGroupl
& Active Directory Prestaged Devices

Windows XP 1 Install Image(s)

Image Name  Architecture  Status  Expanded Size  Date  OSVersion  Priority
2 Windows XP x84 Online 2108 MB 2/6/2... 5.2.3790 500000 ...

5 Windows Deployment Services
4 37 Servers

Boot Images 2 Boot Image(s)

2 nwws Image Name Architecture  Status  Expanded Size  Date  OSVersion  Priority
‘D0 | ﬂ"li'f"““"’" () BOOT<XPRSERVERS> x64 Online 1197 MB 131/.. 629200  500000...
4 || Install Images 2 .
2 Windows X0 » Capture Image<XP&SERVERS> x64 Offline 1197 MB 1/31/... 629200 500000 ...
+| BootImages

13 Pending Devices
4 [ 3} Multicast Transmissions
'jé XP multicast
4 [} Drivers
b 4y All Packages
b [ DriverGroup!
& Active Directory Prestaged Devices

WDS aila il (10.4)Jsa

WSUS jgaiyg cilipant adld 4S9 ae) 9.4

Sily Ayg pually dagall lilaad) (pe piiad gy Cilipaaill (e Giadl Ailee ) (e a2l o
cilipand ol dllia S L 13 DA (e 3eaY) B Al 3a 8 sasmsall 3)al) gy sl
Gaill (e o S laie Dlgind bt dleall oda of VI Y1 Culall 8 daliy daga
) adsalls 53eal) Ge € axe lal (35S 4l Al Al Gacaddl Bandwidth
A8 e Jla (8 i Adeall 038 Gl8 L ¢ Liasy cilfipanil e Biaal 7 lia
@) dsead e Jgpuad) bid g (46K Jia WSUS aala 43 3 AIKA 038 Jaly ¢ )
5yl o il oda ayys adlal) 13 Ak ¢ Biead) leakiag s

cpadl Windwos Internal Database (WID) Zals clily sael aladiu) &8 dus
lipaill asld ae Aiball dgleny asty of 2 e @llly lehieaty adlall aghy N cbpaal)

. Gy Solay aldll Update Server
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paat o8 Al ¢ ledeaty AR 4 g Al &gl ciliaaill (Classes) culid yaas 5 S
- e Al @il Juead S Al Products: calatial)

=1 g clipaaill Jraadl laaaas &3 3l Products ol cilaiil)

. Windows Server 2012 .1

. Windows XP .2

=il Gloanl) Jreadl lannaas 5 Al Classes bl

. Critical Updates .1

. Definition Updates .2

. Security Updates .3

—: WSUS aila e lebaad 5 ) citiontll 11-4 JS&1) zeays |

Overview

All Updates
Updates with errors:
Updates needed by computers: 43
Updates installed/not applicable:
B Updates with no status: 141

Security Updates
Updates with errors:
Updates needed by computers: A
Updates installed/not applicable:
B Updates with no status: 116

Critical Updates
Updates with errors:
Updates needed by computers: 12
Updates installed/not applicable:
B Updates with no status: 25

WSUS Updates
Updates with errors:
Updates needed by computers:
Updates installed/not applicable:
Updates with no status:

WSUS aila o glant a3 ) cilipaatl) (11.4) Jsa

Group Policy alasiul & 3 culipaill ) Jgeasl) (o 40500 Alaiall 33eal) S Jiag
say ade Glbaaill Jresd a3 AL Galddl Glgiall passl @llhg Domain lajig Al
=1 JUlS 536230 WSUS cilipaaill adla glsie aad & dume WSUS ails lsic
http://DWWServer:8530

) 5 8530 5 ¢ 4de WSUS iigs & 53 aiall au) s DWWSERVER ff Cua
. WSUS aslay Lalall Port i)
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http://dwwserver:8530/
http://dwwserver:8530/

Jeenly g8 Jia 33l Laldl) cliaaill llae) e Juaill 5 Group Policy alasiud; s
S daa ¢l aniadl g s sia¥l o i A Y Sl WSUS (e cilipaail
—: Julls Policy e Cilalaae Y1 pasty Gl aaan

Download the updates automatically and notify when they are ready to be

installed

. Wsus adla (e colipanill Callay o685 Al 53aY) 124

All Computers (4 computers of 4 shown, 4 total)

Status: Any + ([} Refresh

(i) Name IP Address Operating System Installed/Not Applicable Percentage  Last Stat...

A primaryserver.itc.com 192.168.1.200 Windows Server 2012 Ti% 4/29/2021...
{4\ jonsnow-pc.itc.com 192.168.1.3 Windows 7 Ultimate Edition 83% 2/9/2021..
A itc-nrlrBveyifig.itc.com 192.168.1.2 Windows 5.2 0% Mot yetre...
L ite-96xy2widubzite.com 192.168.1.2 Windows 5.2 0% Mot yet re..

WSUS a0ld e ciliaaill 33a8) calls les (12.4) Jei

e e lipadll by agii G 5] S sty Capesi o0 WSUS (e s
iy Glesens b lgalal Ly Cusy 33aY) e Group Policy aladiu) 2 2 Cile sane
eay) oda e ( Client Side Targeting ) Ju&i 31k o= WSUS Server e L)

. Group Policy M (e iy

« Windows server 2012 aul; 4cess Y} Domain Controller jlea 4Lzl & Cus
ot o Ll lag cllg ¢ Windows XP anl; desane ) (55831 53aY) dilia) 2 Laiy
Active Directory i sasasall OU _lo 53a¥lsda 2als (lSe a5 ¢ Policy cululyd)
Cus WSUS i clesane e 33aY) aujs s 4 6T ) el policy Gals & lls
ddee (4w Jewn Laa ¢ (Active directory user and computer le 33y ey aii s

- Aglenll 028 13-4 JSAN gy 56 o cliaatl) ayysis 5
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Overview

All Computers

Computers with errors:

Unassigned Computers
Computers with errors:

Computers needing updates: 1 Computers needing updates:

Computers installed/not applicable: Computers installed/not applicable:
F Computers with no status: 3 Computers with no status:

Windows XP Windows Server 2012

Computers with errors: Computers with errors:

Computers needing updates: Computers needing updates: 1

Computers installed/not applicable: Computers installed/not applicable:
B Computers with no status: 3 Computers with no status:

WSUS pild (b cle ganall o 5 5gad) @ajsf dles (13.4)Js4

NPS 4dl) clubuw add 4y 5 dac) 10.4

Al Ol o e3a Y e ey Slas b (gl G laslay Al Actidl 336a1 Gl o Ly
odl e il LeiSa ey 5 lugyd ol lale Gul 33eal) s o e B e 2D
DA (e elldy Ly L) Jd 55¢aY) andl 208N o3 dae) 2 @ s ¢ <)

NPS 2ila lajisy il cilesal)

o dagpall 4dgas (e oSl AL Juadl ay Sles @l pandy agil deadll 2 dlac)
iexd (Pl e Aeadll oda 288y Cua o Jhal) e (San S gy 2 ) ol
A PR e dead Allg 22 13a Ly Sl Network Access Protection (NAP)
Giind e 4l A A0l JLal) e 484 IP e Jpeaall uiy Slea sl off cus DHCP
Al 5 53eal) UG Jual) e cSaid SHY L) ($iae gaun laagaas 5 Al Jag il
& ) adsally Jua¥) apkiing 4ils Jagydll aal 4dias s Jla s Al sagagdl

—: 45 Remediation Area Jjall ddhia aia gz

Active Directory .1
DHCP .

Windows Deployment Server .

~ W

Windows Update Server .
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- NPS (ae 3l sy 14-4 Jsl

Active Directory-DHCP-WDS-
WSUS

NPS aii Jeo 4407 (14.4)J84

15-408a) 8 dasalls 350all Jua) aakiind (S ajeay) o s &5 Al gl (g
- 5eaY) e Jria Firewall ilaall Slaa o6& i -1
. Anti Virus il i) e Gles malip e 536aY) ggias of .2

Anti Spyware Guaill e Lles zaly e 3361 ggian o) .3

Windows Security Health Validator =5

Windows XP

@ Choose policy settings for Windows Security Health Validator

Use the settings below to define a Windows Security Health Validator policy. Your
selections define the requirements for client computers connecting to your network.

How do | configure a security health policy?

Firewall Settings

[w] Afirewall is enzbled for all network connections

Antivirus Settings

[¥] An antivirus application is on
[¥7] Antivirus is up to date

Spyware Protection Settings

[v7] An antispyware application is on

[V Antispyware is up to date

AGAlL JUaiDU NPS adli ¢ 3asaall 3648l (15.4)Jsd
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Il dedie 05 ol @iy ailaas LA Sleal) 058 o) Jie gA) 258 dilal oSa LS
Glpaaily pald wld aladiny Bl oy sl Jaeatd Cgus Sila i Solagisl

. automatic Update Juwéi au ol a0l 4 Windows Server Update Service

O 4%l s)eal e Network Access Protection i iala Policies ks PN
o3 ae Jalxil 33y ek S Domain Controller s il Group Policy (M
S Al sial e Nap Service (il Group Policy alaiu) & dua ¢ cileadl
DHCP (Bla (e 83aY) Jaa clend Jeii & WS ¢ lgled pe Jabadll adiis
Qg 403 33eal e Security Center <l ( DHCP Quarantine Enforcement)
Hikie b agiieal Jo a3 8 4y 30810 JUal) Lagyd (3ind o) aeideal ol Cpestinall aul
. Remediation Area )=l

—: NAP Policies masn 16-4 Jil

& Network Policy Server = |[= -

File Action View Help
e 7 H
€ NPS (Local) Network Policies

I [ RADIUS Clients and Servers
4 [5] Policies " Metwork policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannat connect.

| Connection Request Po
| Network Policies

“ Health Policies f‘olicy Mame Status Processing Order  Access Type S

[ h Metwork Access Protection ',—dNAP DHCP Compliant Enabled 1 Grant Access D
B Accounting I'_dNAP DHCP Moncompliant Enabled 2 Grant Access D

b Wl Templates Management ,'_dNAP DHCP Mon NAP-Capable Erabled 3 Grant Access D
- jConnedions to Microsoft Routing and Remote Access server Enabled 599558 Dery Access U
;_giConnections to other access servers Enabled 399955 Deny Access U

Conditions - If the following conditions are met:

Condtion Value

Settings - Then the following settings are applied:

[ |
< m >

NAP Policies (16.4)Js&
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TMG Llaal) jlaa digs g dlae) 11.4

am\@@yu\u\f@mg:ﬁwmpWg&mgﬁ&d\m
laall (i DA G ddeall o3 5 L sale o Ly aSailly (o) A8 Ji) dajlad
5 degall @leadll e i Ay ( Software I Hardware cuilS ¢lsw) Firewalls
S clesdll el Firewalls jig cum ¢ 308 gl gan Waalae) 2y Al Al
5 At A% o3 b 5 3y (gAY SIS g A8 gl Ll oSally e LS
o ¢ QA calida G VL) Ad)y Firewall Ll jlaaS Jeall TMG alac)

—: 4Kl L Firewall Jee 4301 17-4 JS&

Al

3
an - — s
tH j . ' 7,
LT & ‘ ‘:l /
e/ Z

Web AD App File Mail Database

g

IPS

Network Protection
Server Protection
Web Control

Internal iop Control --. External
=
.

N4

,@ N

Al o laal) jlan Jas 41 (17.4) 084
Local Host — Internal — ) aludl dwed 1) Lpasudiy o 58 3050 alsin xie TMG (o L
ce il sda Layy & of e aY ae ((External - VPN — VPN Quarantined
s Routing clexa Pla o0 &ld Sy ¢ TMG P e Jlai¥) (e (Sa S lgaiany
TMG lajag Al NAT
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Oy — ik ge — Alla) oVl ASed ) sl Galsiadl peadiivall apaat 2 8 4l LS
DA e Ally 48020 e Lgaladial (smadainn (Al NS5l dasd SIS 5 (1 i -
A e Ll Jsasl) o Lealatind agi€ey ) caleaad) aaat Sa

- TMG s e ceaseiad ! ) Lxie @3 (&1 c¥sSs59 lly wilisdiall s g 2-4 Jguizd|

TMG Llaall laa J3A (e Cpadiinall 5asaall ciladlall gaags (2.4) Jsta

Destination Source ACTION PROTOCOLS USERS
EXTERNAL INTERNAL ALLOW | DNSServer — DNS —FTP STUDENTS
Over Http — FTP Server — FOS

FTP —HTTP — HTTPS —
HTTP Server — HTTPs Server
POP3 Server — POP3 —
POP3S Server

SMTP — SMTP Server —
SMTPS Server

EXTERNAL INTERNAL DENY DNS Server — DNS — FTP EMPLOYEES
Over Http — FTP Server —

FTP —HTTP — HTTPS —
HTTP Server — HTTPs Server
POP3 Server — POP3 —
POP3S Server

SMTP — SMTP Server —
SMTPS Server

EXTERNAL INTERNAL | ALLOW | DNS Server — DNS — FTP Technical
Over Http — FTP Server — Support
FTP —HTTP — HTTPS —
HTTP Server — HTTPs Server
POP3 Server — POP3 —
POP3S Server

SMTP — SMTP Server —

SMTPS Server

EXTERNAL DWWServer | ALLOW [ ALL Outbound TRAFFIC ALL Users

EXTERNAL INTERNAL | ALLOW | ALL Outbound TRAFFIC domain admin
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Jal e Jexs Sy 4tings vie Al J<a ilash TMG aséy 5541 POLICY 1) dslayy
- @il TMG 4y Al dabisal clSuil) o oV Lail) JS e s
dlse &l ) Usasll aiad ellyg TMG lajig ) URL Filtering daad diygs 5 alac) 5 LS
G Lee Bandwidth Sy Al 3lpe Uil (b Lo 0585 O (S (s Apg e e
Ol aie allaly Ciymy e 5l IPS T Gleo Jamitl 3 LS ¢ Gpaniiiasll VLA 8 ¢l
adine Y Jsasl e WA e aaliia g (Intrusoin Prevention System)
Ping JLasy) [lid) deadd aeladind Jie 38030 e hlad (<0 38 dlee f 2aw Jslay
LS ¢ Al o asagS deadll oda layias g Ping of Death Capey Lo ol S IS
A o3gy Jual) Jslay et (sl o Camy Gunl) el e leall Gl sl
Oo Axie dis lggle Gyl TMG ki ¥ @lily Jl) Jslay ) eyl oda Leadiwe
- IPS calae] 18-4 JLi) mmss ¢ Juail]

Crr— x x
' Common Attacks DNSAttadsI Common Attacks |DNSAmd<s|
¥ Enable detection and fitering of DNS attacks V' Enable intrusion detecton
Enable detection of the selected attacks:
Filter incoming traffic to check for the following: [V Windows out-of-band (WinNuke)
[V DNS host name overfiow V Land
[V DNS length overflow [V Ping of death
I™ DNS zone transfer ¥ 1P half scan
[V UDP bomb
I” Port scan
‘.v'*“w.l To configure notifications for detected DNS attadks, edit V' Log dropped packets
Ny the slest detintions (o heacatiades: To configure notifications for detected attacks, edit the
0 alert definitions for these attacks.
Help about alerts
oK I Cancel

Intrusuion prevention System (IPS) cllas| (18.4) Js&

ki () Al 8 sagasall 53a) (8 TMG Firewall slac) 5 dgs (e o lgil) 2y Lo
Jsasl aakind a TMG (s L Juai) 356 & o e 25 TMG DA (e JLaiY)

Dr oSl a3 Gl E3B i TMG o Ly « oY1 oSty i) i
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Ayl K ey Ll Auhyall 2y (Proxy — SecureNAT — TMG Client) < Juay|
DA e JuaiVL 8323l mand TMG Client aladiud &5 a8 dalu) (3ykll (g

) 836y Gpeniiis) illua ae Jaleil) 25860 Jie il (e 322l 535y TMG Client
Glhlea o ol @ldll oy Jua) giay sl zewy ofs Active Directory i lelaus iy
zlaull 55k sac iy TMG Client o) lay ¢ (1P gaslic) agijeal o Gaeasiul
PR ?:g Iy Aac) a3 ag (Active Directory — DHCP —-DNS ) gr JlaNL

- Sl BB ES & (g Domain e ADconfig daaa (s &llhg Active Directory

TMG adconfig add —default —type winsock —url http://tmg.itc.com:80/wspad.dat

Oe s 5321 I TMG caslae) Jl)ls asis Domain e silull Y1 345 &5 ol asy
i Group Policy DA (e 38 sjeal e andi 5 3l TMG Client Guls PDla
1 P e @ldlaeY) Jo Joaally TMG 1 Jgaslly 4S8 and (e 33eal) JS oS4

—: TMG Client Gukill dgals 19-4 JS&l) mingy s Gulal

General | Settings | \web Browser | Secure Connection Inspection

[+] Erable Farefrant TMG Client
Farafront TMG Selechion

Select how Forafrant TMG Client determings the Forafrant TMG uzed
for |ntermet acoess:

o) Autarnatically detected Farefrant THG:

THMG Datact Maw
Advanced...

() Manually specified Forefrant TMG:

Default Settings

Apply these Forefront TMG Client sethings as the default settings for
services and users on this computer.

[ Apply Default Settings Mow ]

[ (] 8 ] [ Cancel ]

TMG Client sk dgals (19.4)Js4
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http://tmg.itc.com/wspad.dat

sax b aSadll 5 Adlhall TMG Dla (e Bandwidth Splitter s1af alasiu) & 4l L
asil 313Y) o328 dacl & Cua AAN o ueatiid) J8 e axiid) Bandwidth sl

- Léltdt.;

cllyg 800 kbps v 4kl ciblual Upload #d5ll; Download Jueadll deju aaal
. Shaping Rule dc .l paat acld e

ald e olldy ddhll ablual 10Mb o Bandwidth (s Quota dias naay
. Quota Rule _a.aall

Wsus cibipaaill aals 5 Administrator (e J< Dlgiul 48l Rules xcld ol .

Adhe Ll 20-4 JSE piag 5 ¢ Al aaddl Bandwidth oyl Gl
. Bandwidth Splitter 3131 je (jpeasiil

Cent Adgress | oot Computer [ Usrame | Comectin Count| LastInSped | hginpeed | Liven.. | Lat0.. | AgQu. e .. |
¥ Totss (3 ety ) 00 mi[ L] 0 26[ L]
8 s est3 3 00 00 00 00

: [TCpdnnistator 1 ; 0 6 I
&m0 I 00 1512

GentAddess | ChontConputer | Usertiame | GlentType [ Tran.. |Orec... | state [ Auh..|HTPMethod | DestratonName | Destiaton Add...| Inbo.. | Desa
§ 192168120 [TC\administrator  Web Proxy TP Out  Esta.. Nego.. CONNECT logn.kve.com 0.190,160.68 443
@ 192.168..200 [TCadministrator  Web Proxy TP Qut  Esta. Nego.. CONNECT winnrprojectorg  137.208.57.37 43
@ 192.168.1.20 MC\edniisrator  Web Proxy T Ot Esta. Nego. CONECT sagoogepiscon 12217210 3
@ 192.168.1.200 [TC\administrator  \Web Proxy (o4 t o Esta..  Nego.. CONNECT win,bing, com 13.107.2L.20 443
§ 192.163.1.200 ITC\administrator  \Web Proxy TP Out  Esta.. Nego.. CONNECT wwwrrojectorg  137.28.52.37 3
@ 192.188.1.200 [TC\administrator  Web Proxy TP OQut  Bsta.. Nego.. CONNECT wiwsrroectorg  137.208.57.37 443
0 192,168,020 MCladnristator  4eb Proxy P Of B New. CONECT  wnepoRterg 1085297 “
| JUIRL: xdministrat £ Prox TCP t  Cosed Ne a 0.0 13,107.21.200 3

@ 192.168,1.200

X0

€ 152,156,120

[ BCH

[ 3L

0 192,165,120 i

[ BER 30

L BEH 3 0 g
( l]J |

-

Bandwidth Splitter ye (pasiical)l 485 dlas (20.4)J8E
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Quota daall 4l die L Jual) (e adiioe pie dglee 214 JSA) mnsy

Al laadlll

Traffic quota limit reached
You have reached your traffic quota limit.
Please try the following:

e Click the Refresh button, or try again later.
e If you are still not able to view the requested page, try contacting your administrator.

Technical information:

e Server: TMG.itc.com
e Date: 6/7/2021 2:03:00 PM GMT

Powered by Bandwidth Splitter for Forefront TMG

@Al Ul Gae (e Al Lawaiall daall asdiianl] dgial (21.4)J084
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Bl g @ilild) .5

el sl ks Lajigy —ll (Domain) Jladl 5 Gldaill iy alaai wl PLa
e Aol osie Hign 3laill Ay o) i Lgas Aaalad 4545 ¢ Ll Window Server 2012
Glaadl) Calidal (38 0 aSail Layd s i (e Workgroup cile saaall iy 45l calaadl)
Laadl clsll § cleaddl DA e oY) e (el dagy el daleayl ¢ aeal e
sasase yuall s Windows Server 2012 alai 3 &yl ol Wy Al 5 i) calally

Gler 3y Gy ay L g5y ¢aVl 5 (et el cln & o G m ¢ A il 4 laly)

[ TPXERON CH I IVEN 3yl dalac pe cilza Active Directory Users And Computers
bl o3a JS 5l o ) 13800 Alee Blail) 3 el 2 3l 832 5 Lili) &y
5 <apxil Group  Policy alaainly culadlall apat o LS ¢ (S el aalall e 34215

Oeddiiall iladlia aaad SlAS, 4EN e et laalac| N g’_"\]\ Gleadlly 'é}@é.iy\ Ly

G Ll i ¢ Al 02gd addll 5 ) ilall Cpend b S e Al QS 83y
¢ agbiadlal 33eall 5 ueadiid) Hlad ane SIS Lela i die cileaaddl 3ieaY) Jla)
aed cDla s Ll g DNS adla 8 53aY) by disud e Ciles Ll o3 off ) 23U
DNS aola Jals Uaill 8 a2y Slea Y da e linl 2y 4Y @llige saina e dlee
Sl Beal e DHCP aala e cpslial) s Adee o WS ¢ (gp JS 4ila3) Jay Lol
ey Jallys 355se DHCP asla Jlail (e calea 3lail) gy (Y €lldg ¢ Gl ST canuial

. Bsise ne DHCP .ola Lﬁi e P cnslie anys

Aol A glSal jhsn s Lga Aaalagy Aaldll A0l e Cayg aals g of ) ALyl
Adliind laad a2 5)al Glige of lSE sl gtbaainl (re Ja dawsall Jalo &dlsall
- gl aliay il sall

o padiie JS liadla yasty clald) 5ylaf dlee (e Je (63S e cilile a2l Bt ) LS
¢ el IS Ul Apapadll jin L lddsg lgde doedll f clldl Jpagl G
Lilugll cilile (AT (e dzie 5 addiae JS dbme a0 dAalee aoad of ) ALYl

S S Gl s e opadl dalas B g by sdlly sl jsallS
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J<i 38 clile gl a0 pie e agle Basasall Clld) 5 Ll Glea cilald) aala iy
Toama e Aalee (5l Al Jslay pastivue (5 il Gy asn 5 ¢ bl ol ol
Gllyg alail) Wajisy Al Event Viewer DA (e 45 msame e alaialy Cile o (sl L
3l Alaidl clalhall 5)af Llee o delball aals Javy LS ¢ 4l il 2hal) 3any
K Gilagllall 48l e Y Group Policy Pl (e 43l je WSl dlee S,

CAY B Slea IS e LESlie IS Slea

Sl Aaal Jpan dglae 3)3Y (3850 adld i o lilee 288 WDS asli 2ygs DA (g
A 5 agal) isan lee L) dsaglly Gl Grendieall paad 5 308 3)aY 3 e
Vo 4l Gyh e aall Joagl 83eadl oSay adl aa ¢ Al Jreatl 3yl il
s Jrand o WS ¢ S dea Jy bl 3y 48 aalss AN S (g 3] Ji (s
L) Jilsl) alasind die (@yaid) gl Aijlie iy 3y sia) e el
ool WS ¢ dall e Jpanll duatie JS5 Slea JS 8 allay) qally o3y DVD (e
Bead) Gl s aolad e Jeenl) dakl cilipaaill yé0 e lle WSUS aala Pl
Jrenis WSUS anlsy JLaiVU asiins Jy cilipaatl) e Jmall V) oladinl - lias ()
Juad aaidl Bandwidth saaiill Glaill aje oDlginl (o JB e 5308 culipaail

ccua) ASudy

s Jla 4 Sl ol die DDA (e 081 AN Alaall e aa ssise NPS aals i s
4y 5 Network Access Protection (NAP) dexa yie (el Jlai¥) culilbiial 4das
Dha 0S5 8 Slea ol Jiail axe acais Jlly Remediation Area (i)l dihie

- Aege Glaglaay lily e gt anlsd bl e
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