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A$al (SNiffing) dless sldll o 55U daal duhll o2 il
AN Jghesn daclunal (AN dabidall culinl) A (Traffic) g sl
«(Wireshark) asal Jlae 8130 pladiuly 458l Caaa Cilins) e
Ay (aldll (Traffic) diss (e 3Kl Jlae oS ol oa
X0 Wl Wy clyes (IPCUDPTCP) Jie <¥s<gignll (e maally

-(Praful Saxena & Sandeep Kumar, 2017)

Al ) e AS pa a3
Packet ) Belal aladiuly
.(Wireshark) :(Sniffing

Aall @y cluhall mags (1.1)J<a
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-(Hardware) 2l cbsl) culullaia 1.3
YV Dol Laddie Qo 5aga b 8)gal Lo dexy o oS 43) (Wireshark) gl cilises aal
o) Aanigie Baga o Bgal o dat S o) deats oSy Allall saga) @l Bgal) e 1S (i
oadlfly (dglly sgall ity cdalle seliy 38 ASI IS4 Jalailly ddlall ddee o5 Sa ¢ 5S)
t oY) G salall Slea e (5 o e ) dualal) el

s ddle Clicalger cisula Slea .1

CPU:5Core 3.00 GHz e
Memory:16 GB RAM e
Hard Disk: 4 TB e

oo wlealse JB Y o) iy a4l Luldll clialsall Csula Glea e deans A 1Y L2
:‘?_*&'\

CPU:4 Core 3.00 GHz o
Memory:4 GB RAM e

Hard Disk: 1 TB e

:(Software) gsieal bsl) clbllia 2.3
- Windows10Js#as alas 1.2.3

:aaly s Slo (Windows10) Jesds alias cuinl Al colallal)

CPU:4 Core 3.00 GHz o
Memory:4 GB RAM e

Hard Disk: 64 GB e
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.(IPScanner) gabix 2.2.3
asig o(IP) dla aa 233l dews g d<0 dard dasaad & ¢ ad) itey Slae zalin
Creaiieaally GIGAN Jodene U8 (o dnladinl fing (gAY Cleladinl) e daally Cpgliall ey
Slaceggally sially 58l laall S, ABS, callad) Jon Sl Jida U (e Sy pmilal

.(Linux = Mac OS - Windows)Jie Jsdi alai (e SS1 e Jany cAsasSall
D Adfjaaa

cotad) ~gkeg Hlae L1

oYL A el ddaal) CluEl asdy .

e o) Jlgdie S0 el Dlilal) (and .

Gt e JSL Lo Jgemnll 5 A i) pas

.(Command-Line) ls¥) sl dgals s .

.( Linux)¢«(Mac OS)«(Windows) die Jsiss plai e ST Lo Jans
il ) dalad e dess of oS

~N N e =W

.(Lipcap) 84 3.2.3

Gty «NsSgig 5l e Lyt s HTTPs UDPs TCP Jie aiall Lalill e ASuil) Jggane oS3 314
@by Zdha Ysene D) gy sl oo ks (5S35 ((Windows) «ssiws I (Lipcap)
[11]. (ssial) Liaitdia A<l

.(Winpcap) &4 4.2.3

(Windows) sl b ¢(Link Layer) Jall dab is ) Jseasll 1S (Winpeap) alasiul o
Gsiusa o aall Ldad @lld 4 Lay daddicaad) c¥sSeig 5l dyrag Al aia Jaig bl ey
il psays lbilean) IS8 8 AKAN Alls macagiy s oo oS3l Beal ey ((Kernel) sl
12[1
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(Wireshark) gt 5.2.3

o Aeshaal agu )l Gl G (90 Lpms et (Ka Grmall mhitay ilae A s Jlaa s
22 ke & ey ASA b plad) aiall Bl e dilaals AGA Jlae aaliy cdiigls Al
<3 (Gerald Combs) shall Ly gealipall s Jol calkl 1998 dawe 4 clebdaty culill
28 2000 cdin 3 el Bois e Gy 4im GBS 2y g il 3y o(Ethereal) aul
Al ol cps A ((Wireshark) aul caas oS3 malipdl ai (0 s 43 pusky (Combs)
Giany o pandl pxiieg ajall dlas zmeliy casll 138 gl e cur (Ethereal) aw) < 3
S daly o b pandl JLpeSl deadinn Al Judledl dee Jio dold JSG dS0dl) dal
12[1. palsa 500 (0 AS) GV pums s aldd) bl (33385 ¢ S IS dtaand ) 5 ¢ SloyeS

(Wireshark) gsbiy oalg) 1.5.2.3
Meadlaly Al COIChe CalaSnY A Jogen daddion ]
oY) S il AKA pal padiga daddioy 2

:(Wireshark) g 2.5.2.3
5 (TCP) Jie c¥s<gigyall (1 dauly degana (Wireshark) acay :dabisadl i¥e<gigpll aca .1
-(AppleTalk) Jis dediiall <YsS5ig5 M (HTTP) 5 (UDP)
el Aol dnasu) dgaly o (Wireshark) (ssiny 1alasnnl) dlgu daesu) dgaly .2
Mty aiall dadea Jie A5AD dlaal hladl e daell g 43l WS cdajall Lalally Judas
e Al dal) Sl Ll g (Wireshark) oSe @ jdlue JS& 40400 (Traffic) L. 3
&) Ly (Communication channel) 5 (Port) s <¥s<sig nll g63 Jga Slaslea oLy (Wire)
Ll

15



DA (e sdih 23 Mg« yradl)l #gia £955a 98 (Wireshark) : Open source project.4
laes cuviga 8 D ey les calledl cladl mues o she 500 e SS) dealis
VAN o) Aessall lalia) s o malill palall (LAY 36 Bl (e KA

[12].(Wireshark) gl aladiny o las

:((Wireshark) Jew 28 3.5.2.3

rcgha 4D 8 4Kl Lalall o3al (Sniffing) 4lee & (Wireshark) dac (anli oS

Ul BlaY) (S s habidal) gl Al 4galy (Wireshark) Ji :Collection .1
Al b dslna) 4491 (binary) J<a 8

A il I lgaseas 5 A (binary) bl ebal disss @iy sy 2 :Conversion .2
Mebadad o 2l aiall apaat Bale] g Belall

el Cun clgaant 3 g Adaglall bl s 8 8,aY) sshadl) (e :Analysis .3
Lhee B adiie (ggina (log (Jlai¥) g goig dially JoSgig nll g8 awand Jolail) Lbee
AN Jee Akl (3anie agal cdalidall cNeSagnlls (headers) Jaas Lead (e sl
[12]

(Wireshark GUI Panels) 4.5.2.3

Ay shal day) ) (Wireshark) gl dussell dgalsll auin

Profie: Default
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JS e ledes i A<l (Traffic) J sdladl Lalshy) dslll eda (= 5a5 :(Capture Panel) .1
d:..\A:\ cEJAQig L_qjm ‘f QLQ}LLAS\ c“"'“;“t’ﬁ 6\.@.1:1.533\ (J.'i E.A:\AJ (PaCket) u.uSa:\ Z\AJM\ RS L.'é eﬁ)

[12].(Packet) Jss duilia) cilaglan 39ae JS Jiarg c3aals (Packet) caa JS

:(Capture Panel) sxcl Jualis <

(i S8 ajal) aasil Aajall lulaall ) Jie :(NO)
Aaal) Ll ey i :(Time)

Aajal) e b ) ad) Jia i(Source)

Aajal) L) calin gl Jie :(Destination) e
)
)
)

Alaild) deyall (alall Jo<sig 5 g5 Jian 2 (Protocol
el aas Jia 1(Length
[12]. ddagilall dajall Joa dadlia) cilaslaa Jia :(INfO

N 3 -]+
o Time Source Destination Protocol Length  Info s
2536.. 83582.682171 169.254.230.134 24.0.0.252 LLMNR 64 Standard query Ox8eb3 A wpad
2536.. 83582.804900 Cisco_81:58:89 Cisco_81:58:89 LoopP 60
2536.. 83582.885242 169.254.230.134 169.254.255.2.. NBNS 92 =ry NB WPAD<0O>
2536.. 83583.459993 Cisco_81:58:89 CDP/VTP/DTP/P... cop 390 : ELOOM_2 Port ID: FastEthernet@/7
2536.. 83583.649269 169.254.230.134 169.254.255.2 NBNS 92 ry NB WPAD<0O>
2536.. 83584.413627 169.254.230.134 169.254.255.2 NBNS 92 ry NB WPAD<@O>
5 .193978 169.254.230.134 224.0.0.252 LLMNR 64 1 query OxdaBa A wpad
-302612 169.254.230.134 224.0.0.252 LLMNR 64 Sta uery OxdaSa A wpad
169.254.230.134 169.254.255.2..  NBNS 92 Nami NB WPAD<0O
9.254.230.134 169.254.255.2.. NBNS. 92 Nam NB YAHOO.COM<00>
9.254.230.134 169 NENS 92  MName IPAD<00 >
10.30.0.165 10. BROWSER 243 Host ent DESKTOP-3VPKPJI8, Workstation, Server » NT Workstation
169.254.236.134 169 NBNS 92 Nam YAHOO . COM<00>
169.254.230.134 169.254.255.2...  NBNS 92  Nam NB WPAD<00
2536.. 83587.034849 169.254.230.134 169.254.255.2 NBNS 92  Name y NB ANBIZACS.RU<@O>

Glaglaall (<0 Llaly) dgaly (e Baaly Glily dajs 2ot o0y Ladie

(Capture Panel) 53U zuas (2.3) <4

(Packet Details Panel).2
[12].(Packet Details Panel) dssl Jaa jedas dluail)

v Frame 1: 585 bytes on wire (4680 bits), 585 bytes captured (4680 bits) on interface \Device\NPF_{98A860EA-6A19-413B-92EC-DA108OCE6F64}, id © A

Interface id: @ (\Device\NPF_{98A860EA-6A19-413B-92EC-DA1O8OCE6F64})
Encapsulation type: Ethernet (1)

Arrival Time: Nov 12, 2022 11:04:34.919854000 _aw; il cudgill -
[Time shift for this packet: ©.000000000 seconds]

Epoch Time: 1668243874.919854000 seconds

[Time delta from previous captured frame: ©.000000000 seconds]
[Time delta from previous displayed frame: ©.000000008 seconds]
[Time since reference or first frame: ©.000000000 seconds]
Frame Number: 1 b

(Packet Details Panel) 38U g (3.3)J<a
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Culd) Jebes edas caoyin cale (A& il IS5 A a5all #ll) o2a Jia @ (Packet Bytes Panel).3
«(Data Offset) Js¥) aseall ey dua chancl 4D S Aasl) o b Cilasleall auiig ¢35
[12]. il slasll (ACCII) iar 5391 a5aalls <(hexadecimal) S i) 3l 2genlly

01 @0 Oc cc cc cc 00 1f
03 00 00 Oc 20 00 02 bl
4f 4f 4d 5f 32 00 05 00
4f 53 20 53 6f 66 74 77
36 30 20 53 6f 66 74 77
36 30 2d 49 50 42 41 53
72 73 69 6f 6e 20 31 32
35 2c 20 52 45 4c 45 41
41 52 45 20 28 66 63 31
67 68 74 20 28 63 29 20
37 20 62 79 20 43 69 73
6d 73 2c 20 49 6e 63 2e
64 20 54 68 75 20 31 39
31 38 3a 31 35 20 62 79
06 00 17 63 69 73 63 6f
30 2d 32 34 54 53 00 02
cc 80 04 @a 63 63 le 00
74 68 65 72 6e 65 74 30
00 28 00 08 00 24 00 00
ff ff ff 01 82 21 ff @@

26 81 58 89 01 78 aa aa
16 55 00 01 80 @b 45 4c
ba 43 69 73 63 6f 20 49
61 72 65 2c 20 43 33 35
61 72 65 20 28 43 33 35
45 2d 4d 29 2c 20 56 65
2e 32 28 33 35 29 53 45
53 45 20 53 4f 46 54 57
29 @a 43 6f 70 79 72 69
31 39 38 36 2d 32 30 30
63 6f 20 53 79 73 74 65
@a 43 6f 6d 70 69 6¢c 65
2d 4a 75 6c 2d 30 37 20
20 6e 61 63 68 65 6e 00
20 57 53 2d 43 33 35 36
00 11 00 00 00 01 o1 01
03 00 13 46 61 73 74 45
2f 37 00 04 00 08 00 00
Oc 01 12 00 00 00 00 ff
00 00 00 00 00 00 1f 26

&-X--x
u EL
00M_2 Cisco I
0S Softw are, (35
60 Softw are (C35
60-IPBAS E-M), Ve
rsion 12 .2(35)SE
5, RELEA SE SOFTW
ARE (fcl )-Copyri
ght (c) 1986-200
7 by Cis co Syste
ms, Inc. -Compile
d Thu 19 -Jul-@7
18:15 by nachen
cisco WS-C356
0-24TS
cc FastE
thernet® /7
$

! &

~

v

@ 7 Bytes 263-264: Type (cdp.tiv.type)

@ 7 sw-B_00001_20221103113301_00082_20221112110434.pcapng

Packets: 324356 * Displayed: 324356 (100.0%) Profile: Default

(Packet Bytes Panel) 538l s (4.3)J<a

Als o Cilasles mangiy clail) Gleed sl gasl) Allall da ) (e :(The Status Panel).4

[11] 5G] Cale (585 4 25 53 aBgas cdaiilall aiall sac g Llly) dilac

Packets: 324356 * Displayed: 324356 (100.0%) Profile: Default

(The Status Panel) 838L mas (5.3)J<al

.(1/0 Graphs) 4sball agesd 5.5.2.3

e (Wireshark) geling il dla ge dale daal o Jgeanll Gl Juadl 2l o gl
JE Aoy Jiahy rant e clglye du ) AN aing agd A Baclieall gl o2 AW adl
caalil JB 3 A5l g 0S5 ) 55y ASual) 8950 by Chila e dial) AnlSaly bl

[12] gl Gues & dialjial) bl culidys 45 5laa
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(1/0 Graphs) 3L Jee 4048 sriags (5.3)J<a)

:(Wireshark) galin <lies 6.5.2.3

.(Lunix )5 ( Windows) dusiall dabl (e aael) e Jara
Al dgaly e pdlne JSE a3all Llal).2
«(Windump/Tepdump) aladiul Lhalal) & lly 4ol clly Je gias Al cililad) 8.3
(GAY) il Ll ey (e 230

e (S8 dajall palaldl JeS5ig 5l Cilaglen pa aiall .4
Aehlil w5l dojall clily Jais. S

Ll Cale st (e 230 (il US o pans a6
) e paadl e aial) G 7

bl e waall e aiall e Gl

cladipall gulidd (Je sle IS0 a3l (2.9

[12].3540 Ula s duilaal oL 10
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Research Methodology &aull duagie 4
Aima AGa Jal Gl Lgagy Al Aalaiall dalyall o) clgladll (e degane b Gl Lingie
3 @3l ) Jyemsll b palid Baase aucalse by DA e aliie sty il Gl b
Glagleall waail Laadied) @bl gl Load dagid) Gty AlKE) Ja o aclis dad
Bls 8)50 daagie Afaal)l Auhall o8 A Cus lehdaty Lgalleay la)lodls &g pdially ddlaidl)
Ga i s 2005 diw (Cisco) A$Hs (e lealis) 2 dngia a9 «(PPDIOO) Seus
@5ind G (Bpprall Aacssiall 8l) igalal) IS araal b Lediicsall Cliagiall Joadl
The Lifecycle PPDIPP ) slall 550 (uld e Jasd cdpalad dalye (6) o dungia) o
«Impleent s cdesign aewsill (plan aball (Prepare acaaill) JuS (NETWORK

[13].(Optimize sl (Operate Judall

dagiall Gjaa 1.4
ol A ik L]
A g e Aadailly duelially dylanll A<l s 2
cSlaadlly lapdail) ) Jpagll deju .3
g (gaanlly dumll cibllaie vasd .4
el dgatl) Al aal) Jaassll L5
Aiyeg Al A0S area L6
aobaall Sladl b desud) L7
[13]. daal) Cinjlime (s .8
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JAaagiall Jale 2.4
:(Prepare Phase) dhil) dls .1
Ogguall dliliny Closlaall pan Cun o (g pdall (Andll juianill lgd oy dlsje o
JSLad) aont g ASaal aall agilly Lailally Claticed) dalys chasgall Jals
o pREE Caga ) Al pans Aayall o3a 8w LS g pdall duand )l alaaYly
[13].5 5l

:(Plan phase) ssc¥) dls 2.2

s Ay el dlaje Glld dey b AKAD ) agdlly Al dAlaje e sl 2ey
hardware, ) 4wl yabiall aiany Gllliall aaas lgd S s (Jabyall pal (1o
[12]. 8 s0anll Colaad) (aiay JSLaal paes s s b «(SOftware

:(Design phase) aieaill dla 0.3

L) 8 i) A SISy Auscsgall s el A0EN ppacsiy ot Al yall 36
[13]

:(Implement phase) .l 4 0.4

AL AP e ) daey dardioall Gl el audal) Sy dsjall s2a
[12].g 5 el Laall cailall guaig

:(Operate phase) Jadal dla .5

I dan ASaal) b Sl cdartiona) Gl Aedl) Juinll Aapall o3 6 iy G
[13].4els S

:(Optimize phas) ¢uwadl) dla e .6

Daskil) CS0gis el (e w5 S AN Lo lieatl) Jany deals dlsyall 220
[12].4bgl il pdl dallin A o Jis claglaall 48 olle 3 o)
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Aaagiall A Baainall Jalall 3.4

AU dalall e ggydall 138 b oslaeY) 3

Asje ¢ Jodall Alaje ¢ 200l dlajpe ¢ avenail) dsje ¢ MaeY) Asje ¢ Alal) dla e )
( Camenl

ddail)

ASut alall Ll AAIS pueas
NVEWIEEPAEN

asanatl

(Wireshark) gbi_» 4Ll laaaas 3 Al salll IS Qs
aal

Comalil) ki)
Lo Al 3G Jalatg 485
-(Wireshark) dauls:

Easdiall 130 B Baainal) dungial) Jale g (2.4) JSA)
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:(Prepare Phase) dbal) dla .1

Sl gl e 31 g drala ASad Aalal) Gl 26IS gaend Aladl) Alaje 8 3 Ca
22 me Al eha) DA e @lldg cdidailly Zahal) ddee lghe Jlad 3 JSLaA AN
Laldll maby (M 358 lgow daals 305 o Wby (o ASAN udigag (Cilagleall 458 3550
Galeial Al AlShe a3 5 by (e dasend @ Lo Glo elig ASatl) Jilady A8l
e gAY an iy ((Wireshark) asll dlas dhaaly s daals 4<0d sty 48l
Al Gads Al ddhall dddee b dueal dijaey el 13gr Al Glaball e aaal)
Ayrag ASul) ddhag Jidas Lseal (i ) lubal) e Ll ¢ 3ULY) 23 GlliSy cales Ay
DB Juaay gl (Sl e Jyeanll 550 IS8 dilaty dhal AN gads () dual
LOQY)

:(Plan phase) sac¥) da .2

lealing ) bl wass lgb &5 ) Aspall oda b cAdadll dlaye e elgml) e
Glealsal) Ly Ly 235 ((HardWire) sl (SoftWire) cilus culS clsws «(Wirshark)
e 8y dAagnall Bgualls malind) dass of dal e il IS Lealias bl
Mgons daals 35 (el Juad) JSall sy

:(Design phase) aseail) 4l ya .3
lgaws dnals 4K e Bale) Lo o5 A dlsyal) o3 b 2V dlaje e olgl) a
-(Wireshark) 4l maliy Ao gginn Hles ddlals

:(Implement phase) i) dls e .4

5 (Lipcap)die calae¥) dlaje 3 baaas & Al maall IS Cuain & dlajal) sda 8

3

Jala Lgiat o5 88 (AW g 30 A5 Jalatg Lalall ddeny Lald il yall 0385 «(Winpeap)

25



adde Jat A Jordts plas ety L Liady cdins dage Lgie USI5 (Wireshark) by
by aladin) Ghes WSS G (WiNdows10) Juwds alai Hlad) Sy cbaapnll oda
alai e ST e Jery sed oJadnl) Al e gaee g i ¥V adl e (Wireshark)
& ¢Sl «(Mac,Lunix,Windows) (s debail (i Lol 8)guall (utly CDA) (g0 Jainds
Ngr Jetd Lo dralas A0y Lalad) 53aY) maes o s (Windows10) Jeis sl jlaal
g daalay Aalal) Al e (Wireshark) asall dlas zealin cuati clld aag i ¢ alail)

:(Operate phase) Jaidll da s .5
e Cadig o2l Alaye A lgaatt @ S sl o Jaall 5 Lngiall (e dlayall 030
A dae & A sy (Wireshark) a<all Jlas dbaulss lgaw daals 455 Jalatg )
O oblall Jan Al CsSag ) goig Al peddiee JB (e led) zoll) 2 Al adlall
al e (Wireshark) caas & dua dele IS 3 (Data) eDigial Gy ¢
(B) sual & asagall (Switch) Ll o 3y JS& 3SHlly cdaalall Laldll 556aY)
4 Jidatg Al cast SISy ¢ Jualgio (i (a5 20) Llae o Aol 24 5aal caglall 30< 2l
e s Basasall (Routers) Liayly cclasbeall 4y 40 Gl 4l dansite (RoUters)
P (Slasleall G038 $5e) Silisar Lalall (Router) aaf dlliy o Sloslaall skl <5a)
Baall sda DA (ge o5 g 3lasa 2 delud) ) Talia 8 deladl DA (e iam lly cJasll 3538
Lo Sllly cdardiondl) cVsS5i0 0l £oip A ik gas dalall Cililull @Dlgind duaS djen (1o

il Gldee ) 5 9 SN asngl) i) e i 6l I o Al el 1)

:(Optimize phas) ¢pwadll dajy .6
Gk DA (e Lol e Al A8he au L) Joeasl g S 0 e el
Al Al Caa ) Jgeasl) ol e AN Lgaliad ) duslaall il
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dasiall. 5

0 Al mgiall By clgp daals Al Aalall bl A31S pang dladl) dlaje o olgml)) an
Grbaiy ASAT AU cilalaeY) dee g culaally Ayl danll diledl Lgill g o3 Jlly dls el oda
Lo bl 138 3 Cuaal) Lol sy oggpdall b Banla) cleadlly dalall dileall Culsall 481
@dlgll Gl e cilnayd) sda 2y cibaanll iy cidiaal) Aaball e laall culall 4 L
.(PPDIOO) dingie caen ) £4S Liady

.(Windows10) Jsis allsi cuaii 1.5

e (Wireshark) melip of oo a2l e o(Windows10) duads pUsi et jlasls Yol L
& oSls o(Lunix) o) (Windows) culS elsw cdailall Aaa¥) (e Jdsrds olas o e o o
lad) 13 e Jaat dralalls Laldll 562 anen of e ((Windows) ol e Jaad) jlad)
O G el B ) xayg gt Sl (USB) cpidd pa o galindl sl sty Liayl Lid
DS Crail dlee ol (Sl cliaaall (o ael) 41 (USB) (s paf e dirdall allad cavan
coufi U pUall Cuati e L li€ary oaiis iy (gl (Sl i (e iSe Cuny clig e
b enll Y B Gl amyrg claene Lo dlie Qe A Gl danplally dpeat (e e
o gl ¢ S0 Alggan aguadss ol (st (e 2gi€ar (3 ((USB) (piad (ap ageal Lujes 13a Lu
ehil s o 4l Cus el dalil) e Jeaily Jgad 435 @lld I Ly aganlsns palall sl
giasi dsg cglhaal sl yie Al all cuan &8 adl Ala (8 s (USB) (3as ad
 Jaadilly 5y 6Saall il gladl

alail) sas) 1 AgY) Bgladl)

S Bdlia angill 3yl e iy cgalasinl wy ) ChaaYly Al juasty asb soladll o2 8
Haayll 8)5eally A58 Aalall AalalY) sl Jes dal (e o(Microsoft) (el adse

Zhad (piaS pad e allai il dlee Y (WINtOUSB) geliyy daealy Liad 14000 3ghdl)
bl 7k WBars asth Sleall o malid) Cunat diey danaall §)sally o o disea el )

e g @A (USB) (a3 saf Jlidls Liad asiiy cdanats a1y (63 alaill HLadls aghi o3 (s
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(USB) (a3 s ey (s Joentll dibee olgin) a e lld aayy cple Uail) Cuati aDIs
csthall sl Cuat Jaf e Sala

Jsadlly e pUaill Cuall piss 3 Slgall & (USB) (pias saj Jlaals s :43IEN ekl
#lal & ey caal) AUail) Cuati (e i€ Lﬁsx\ 0 e Ll ((BIOS) il e laasy
sl 5yl Sleall Gy i cssllaall Cilalac)

:(IP Scanner) «.ii2.5

& Oas o(IPScanner Download) dal$s ¢y (Google) camdl éhae I Joaalls agis : Yl
bl ans )l sl ) gl

eln e das Gaal J38 S s (Download) ba ULl el s ag Ll
(IPScanner)

Al 528Ul jedanl pealinal) Lighd e Jaicall iy coalinall ABS U5 e lgiity) aag G

— o

Armgry IP Scanner 2.8.2 Setup

W elconme o Saagry 1P Scanmnmes 3 .8 22
Setup

S=tup will guide you through the installaton of angry IS
Scammner 3.8,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to ._.p.:late

relevant system files without hawing to reboot wour
computber .

Click Mext to contrnue.

et

(1.5)J<a

(A a8l Ay e el (Next) Ll _;g Ll agis o tlaly

Ay 1P Scanner 3.8.2 Setup

Setiapa wwill imstall Ssraar . T Scarirmes = LB 2 i e Foallowvvimeo Folocler e Ml i TR e el e
ok Browwse ama Selact amce e folce Clhick InsStall o Start e ims Taslla T
Deatmanon Eolder
| == ] ST
Spoce recuired: 2. s
========= el 2. s s
= Back  |[_Tnetan ot
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LS 48lgill 8y5ms (IPScCANNEN) zaliy cuditl (Install) 3 e Jarcas ages Sy ey tlaals
U< 3

):7 Langry 1P Scamnner 2.8.2 Setup
Ire=t adlirucg
Flease wait while Aangry IF Scamnmer 3.8. 2 is being installed. 7‘"

Extract: modules. ... 53%0G

I Showe details I

= Back et = Carncel

(3.5)J<al

iaje o clgnY (Finish) Jla (e Lall oo culill Go 9aY) Ayl By sl
LCuinl)

rg

Angrys 1P Scanner 2.2.2 Setup —
Complaetinmg SAanagrny 1P Socanmnmeers 3 8 22
Setuap

Anmgry IF Scanmer 3.8. 2 has besen imnstalled orm wour
compuater.

Click Fimish to dose Setuap.

O Rrun asrmgry IF Scanmner S.8. 2

- Back Fimish Carncs]

(4.5)J<al

&
- See

:(Wireshark) galin cusi 3.5

Download ) 48 e &l oy «(Google) s Hyae )l s 1Y) 3 ghadll
el e zeali sl cam N a8 5o Cnl il 3 U ey I (Wireshark
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¢ sthaall el ) AL Ly Al dadiall ) Al g el sl adse ) Jsaal) ey 140G 3 gladl)
(22 64) aai e ualiy (oAl zali ) il Liad g (< 32) ) (<w 64)

5555 A0 B3N L g el Al e il g 3l dulee (e elgiiY) ey 1RSI § gladl
(Next) Jball jaayl

M Wireshark 4.0.1 64-bit Setup — >

VWwelcome to Wireshark 4 _ 0.1 &64-bat
Setup

This wizard will guide you through the installaton of
wireshark.

Before startng the installaton, maks sure Wireshark is not
running.

Click 'Mlext' to continue.

e

(5.5)J<al

Lglal) a9l mags AN (License Agreement) sl cll jelas sshadll oda 4 tdayl) dghdl)
&l Bgiag (Wireshark) geabin alaaiuy

A wWireshark 4.0.1 64-bit Setup e

Licernse Agre-emeenit
Please review the license terms before installimag vWireshark <1.0. 1 &1-bit. J‘

wwireshark is distributed under the GRMU General Public License.

I SHU GEMNERAL PUBLIC LICEMNSE
Versiomn 2, Jumnse 1991

Copyright (&) 1989, 1991 Fres Software Foundaton, Inc. ,

51 Franklin Street, Fifth Floor, Boston, Ma 02110-1301 LSA

Everyone is permitbed bo copy and distribute verbatm copies

of this license dooument, but chamnging it is mnot allowed.
Preamble

The licenses for most software are designed to take awawy ywour

This is not an end user licensse agreement (ELILAY). It is prowvided here for imnformatonal
purposces orly .

< Back cancel

(6.5)J<al
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Gl elal (Noted) 5 o Jarcas ageh caladiad) i) o dailgall 2ey :desaldd) 3gladl)
-(Wireshark) gz dudlaay) ciljse Lalal) 5240

‘ Wrirechark 40,171 &49-bit Setup — >
Choose Compeormeenilt s
Choose which features of Wireshark 4.0, 1 &9-bhit you want to install. 4

The following components are available for installaton.

Select components to install:

TShark

Flugins & Extensions
Tools
Documentation

Descriptdon
Space required: Z230.5 MB

<saas Cance

(7.5)J<a

LAYl oAl 8350 Gl gl Aglladl Y] Laal e ol ae bl Sladl

A Wireshark 4.0.1 64-bit Setup —_—

>
Addditiomal Taslos
Create shortouts and assocate file extensions. ‘

Create Shortcuts

wireshark Start Mernu Item
wireshark Desktop Ioom
[ wwireshark Quick Launch Tcom

Associate Fle Extensions

Associabte trace file extensions with wWireshark

Extensions indude Swwe, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, lcap,
mplog, mtar, out, pcap, pcapna, pklg, pkt, rfs, snoop, syc, tpc, tri1, trace,
o, wwer, wpee, and wpz.

=yers Sanes

(8.5)J<al
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(alindl Lalal) cilile oy 4gd wine () aigall SLAAYL dlsjall 038 A agi tdaslad) §gladl)
L 230MB o e Cgalal) 5,K03 (e dalie b il

A wireshark 4.0.7 64-bit Setup — =
Choosc Install Location
Choose the folder im which to install Wireshark <. 0. 1 &<3-hbit. _‘

Choose a directory im which o install wWireshark.

Destnaton Folder

Browwse. ..

Space reqguired: 2Z30.5 MBS
Space awvailable: 294,85 GB

Spees Coremi

(9.5)J<al

Gl Cueatt SUY ey C"\“‘j (Wireshark) GAL'\J.} Cra ggiiﬁ\ asal Lﬁ :Aiall) Bgladl)
238 & &3 dun claasgl A S il dalall (90 calial) ae Lalils (Winpeap) s (Lipcap)
-(Npcap) 4us cavats (1 sgladll

M Wireshark 4.0.1 64-bit Setup — =
Packet Capture
wlireshark requires either Mpcap or WinPcap to capture live network data. ‘

Currenty installed Mpcap version
Mpcap 1.71

Install
Install Mpcap 1.71

Important notce
If your system has caashed during a Wireshark installaton, you must run the command
'met stop npcap’ as Administrator before upgrading Mpcap, so that it doesn't crash again

Get WinPocap

Learn more about Mpcap and WinPcap

< Back Cancel
(10.5)Jsa
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Jalae Llsll Lalall (USB Capture) 4w cawati aiy shall oda iy :daulil) 5ghill
Al dlaial 5gaY L Lalall (USP)

J Wireshark 4.0.71 84-bit Setup — =
USE Capture
USBPcap is required to capture USE traffic. Should USBPcap be installed ‘

(experimental)?

Currenty installed USEBPcap version
UsSBPcap 1.5.4.0

Install

Install USBPcap 1.5.<1.0

Important notce
In case of issue after installaton, please use the system restore point created or read
https:ffgithub . com fdesowin fusbpcap/fissues /3

Learn more about USBPcap

= Back Cancel
(11.5)Jsa

A p=lall (Wireshark) cbazally cabilull Jaeas & sshaal) o2 (b 1Bpdilal) Bgladl)

4 Wireshark 4.0.7 64-bit Setup —

Installimg
Please wait while Wireshark 4.0. 1 &4-bit is being installed. ‘

Execute: "C:YWProgram Files\Wiresharkwe_redist. 54 exe™ finstall fquiet fmorestart

Extract: wireshark. html s
Extract: wireshark-filter.html

Extract: dumpcap.exe

Extract: dumpcap. html

Extract: extcap.html

Extract: ipmap.htmil

Extract: gpl-2.0-standalone. html

Extract: Acknowledgements.md

Extract: wc_redist.x6<%. exe... 100%:

Execute: "C:WProgram FilesWwiresharkywec_redist.xs4. exe”™ finstall fquist /morestart '

= Back Mext = Cancel

(12.5)J<a
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elin culn e sl (Finish) a1 e il s sohadll ol b @ pde galal) gl
.Sl < (Wireshark)

M Wireshark 4.0.1 64-bit Setup —_

Completing Wireshark 4_.0_1 64-bit
Setup

Wiireshark 4.0. 1 64-bit has been installed on your computer.

Click Finmish to dose Setup.

[ show Mews

(13.5)<a

(Wireshark) aladiul i) jg00 4S$a 48 4.5
& Lol plisin Al Lulall Slbaaydl Bl Gy ((Wireshark) zelin cudi e slgiy) e
e e SULa aneat Alaye @ld ey 0l daslay Lalal) AN sty G dlee
Jals sasasdl (Router)s (Switch) ge S8 e moenill dilee i sy A0alL dliaial
(g Badalia dalpe o daalall

el (B aaaty aglall LIS 8 asagall (port 24) e (Switch) ssise :(Switch B) .1
Bagasall i) iy ¢Cpilagally ALBY) (530 Ot Byilia Bygams Jaag dils yias (g3l ¢(B)
cSloslaall 4@y K5

On hauy asiig (POt 24) e L (Switch) 1aa gy :(aledl slax¥) (Switch C ) .2
B eliacl (il alal) slatV) and (i€ AU e (05€0) lagleall Ak A4S (olKe
(s
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u'&uy‘}a;)gm\ai_x.\;

-

port 12) e (Switch) 13 (gsiny :(wlSui aud (Switch C
C nall b anlgiall Galaoy eclilaie¥ly dushall Ci€a g (Sl o

3

wals owy (port 12) e (Switch) 1aa oy (wlesleal) 4us S5 (Switch)) .4
(losladl) A 3<e) (alasen

S Gilaga pals g (pOrt 5) e gssisg (Slastadll gkl <5 (tp-link

5

.(Switch B) by Jalaiy 4d)pe dles 1.4.5

Switch ) 4dhe o 5l L g danls A<uis Jilaillg 48] pal) dobens Lalal) diall du)yal)

Switch B) o) €lld aay o

B PlA e g cdSlginal)

4 sW-B_00001_20221102113301_00008_20221106133201.pcapng

Aaalall £33 A8S e g ALY aey @l caglall LIS 6 aalsidl (B
ULl aaag Cpeddieed) de 4ali e blis (Switchs) JSI e

Alalgia el 24 Jlae e (a5 20) I Jesd 3815

Help Tools Telephony Analyze Capture Go View Edit File
HE Qs = = ] =R @ o4
ct ]
Info Length  Protocol Destination Source Time: -No
Continuation 1514 HTTP 16.38.8.111 209.197.3.8 8.276246 463
Continuation 1514 HTTP 16.36.6.111 209.197.3.8 ®.276246 464
Seq=1 Ack=56941 Win=2@53 Len=@ [ACK] 8@ - 63833 54 TCP 209.197.3.8 10.30.0.111 9.276272 465
Continuation 1514 HTTP 10.38.28.111 209.197.3.8 8.276357 466
Continuation 1514 HTTP 16.38.8.111 209.197.3.8 8.276524 467
Seq=1 Ack=59861 Win=2@53 Len=@ [ACK] 8@ - 63833 54 TCP 209.197.3.8 10.30.0.111 @.276532 468
Continuation 1514 HTTP 10.38.28.111 209.197.3.8 2.276612 469
Continuation 378 HTTP 16.38.8.111 209.197.3.8 8.276698 478
Seq=1 Ack=61645 Win=2053 Len=0 [ACK] 88 - 63033 54 Tcp 209.197.3.8 16.36.6.111 0.276710 471
Continuation 1514 HTTP 10.30.0.111 209.197.3.8 @.276786 472
Continuation 1514 HTTP 16.38.8.111 209.197.3.8 8.276881 473
Seq=1 Ack=64565 Len=0 [ACK] 80 - 63633 54 Tcp 209.197.3.8 16.36.6.111 0.276590 474
Continuation 1514 HTTP 10.30.0.111 209.197.3.8 @.277042 475
Continuation 1514 HTTP 10.38.28.111 209.197.3.8 9.277212 476
Seq=1 Ack=67485 2853 Len=0 [ACK] 88 > 63633 54 TCp 289.197.3.8 10.36.8.111 @.277220 477
Continuation 1190 HTTP 16.30.0.111 209.197.3.8 0.277200 478
Seq-440 Ack-19@ Win-252 Len-146@ [TCP segment of a reassembled PDU] [ACK] 63036 + 80 1514 TP 10.30.0.111 209.197.3.8 @.278393 479
— Seq=198@ Ack=49@ Win=252 Len=1468 [TCP segment of a reassembled PDU] [ACK] 63836 - 88 1514 TP 16.30.0.111 209.197.3.8 8.278479 488
5eq=490 Ack=3366 Win=1357 Len=0 [ACK] 86 - 63636 54 Tcp 269.197.3.8 16.36.6.111 ©.278487 481
Seq=336@ Ack=490 Win=252 Len=146@ [TCP segment of a reassembled PDU] [ACK] 63836 > 8@ 1514 TCP 10.30.0.111 209.197.3.8 @.278566 452
Seq=4820 Ack=49@ Win=252 Len=1468 [TCP segment of a reassembled PDU] [ACK] 63836 > 88 1514 TP 16.30.0.111 209.197.3.8 @.275764 483
Seq=6286 Ack=490 Win=252 Len=389 [TCP segment of a reassembled PDU] [PSH, ACK] 63636 - 86 443 Tcp 16.30.06.111 269.197.3.8 ©.278764 484
Seq=490 Ack=6669 Win=1357 Len=@ [ACK] 8@ - 63836 54 TCP 209.197.3.8 10.30.0.111 @.278773 ‘#ES
Seq-6669 Ack-49@ Win-252 Len-1468 [TCP segment of a reassembled PDU] [ACK] 63836 = 88 1514 TP 10.30.0.111 209.197.3.8 @.278834 486
Seq=49@ Ack=8129 Win=1357 Len=8 [ACK] 88 - 63836 54 TP 209.197.3.8 16.36.8.111 8.278839 487
Seq=8129 Ack=490 Win=252 Len=1460 [TCP segment of a reassembled PDU] [ACK] 63036 - 30 1514 TP 16.30.0.111 209.197.3.8 ©.278955 488
Seq-9589 Ack-49@ Win-252 Len-1468 [TCP segment of a reassembled PDU] [ACK] 63836 = 88 1514 TP 10.30.0.111 209.197.3.8 @.279187 483
Seq=49@ Ack=11849 Win=1357 Len=8 [ACK] 88 - 63836 54 TP 209.197.3.8 16.36.8.111 8.279111 498
Seq=11649 Ack=490 Win=252 Len=1466 [TCP segment of a reassembled PDU] [ACK] 63836 - 86 1514 Tcp 16.30.06.111 269.197.3.8 ©.279208 491
Seq=12509 Ack=49@ Win=252 Len=146@ [TCP segment of a reassembled PDU] [ACK] 63@36 > 8@ 1514 TCP 10.30.0.111 209.197.3.8 @.279324 492
Seq-49@ Ack-13969 Win-1357 Len-@ [ACK] 88 =+ 63036 54 TP 209.197.3.8 10.30.0.111 @.279328 493
-~ e4 54 e8 of aa ba 5€ @6 @4 18 ad c4 @3 @@ 45 @@ T P E ~ captured (12112 bits) on interface \Device\NPF_{9BABG@EA-6A19-413B-92EC-DA1BBOCEEF64}, id @
85 dc 55 @d 4@ @6 7f 86 cl bd d1 c5 @3 85 8a le u-@ ¥ thernet II, Src: Cisco 18:ad:c4 (5@:86:84:18:ad:c4), Dst: Dell Of:aa:ba (e4:54:e8:9f:aa:ba)
v 88 6f @@ 58 6 39 cd 87 e4 €7 a4 3b 44 6 5@ 18 P9 ;0P < >
Profile: Defalt || Packets: 108026 - Displayed: 108026 (100.0%) - Marked: 2 (0.0%) Sw-B_00001_20221103113301_00008_20221106133201.pcapng 7 @

.(Switch B
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.alad) olasyl (Switch C) cliby Judadg 48104 2.4.5
5 3 (Lase 14) I et 558 DS (C) s pall) (Switch) by dalyes L el aay
Ll il palall alsa)

M 5w-c_00002_20221106100809.pcapng = =] Ps
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
@ RE ] > == 8= RS
a display fiter___<Curl/
Time Source Destination Protocol  Length  Info
42548 357.927135 192.168.143.40 8.241.75.124 TCcP 54 52875 - 80 [ACK] Seq-307 Ack-1630081 Win-148224 Len-0
42549 357.932338 8.241.75.124 192.168.143.40  TCP 1494 80 ~ 52875 [ACK] Seq-1630081 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42550 357.933057 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq=1631521 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42551  357.933102 192.168.143.40 8.241.75.124 Tce 54 52875 - 80 [ACK] Seq=307 Ack=1632961 Win=148224 Len=0
42552 357.936866 8.241.75.124 192.168.143.40 Tcp 1494 80 - 52875 [ACK] Seq-1632961 Ack=-307 Win-45056 Len-1440 [TCP segment of a reassembled
42553 357.938415 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq-1634401 Ack=-307 Win-45056 Len-1440 [TCP segment of a reassembled
42554 357.938477 192.168.143.40 8.241.75.124 TCcP 54 52875 - 80 [ACK] Seq=307 Ack=1635841 Win=148224 Len=0
42555  357.946075 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq=1635841 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42556  357.946304 8.241.75.124 192.168.143.40 Tcp 1494 8@ + 52875 [ACK] Seq=1637281 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42557  357.946365 192.168.143.40 8.241.75.124 Tce 54 52875 - 80 [ACK] Seq-307 Ack-1638721 Win-148224 Len-0
42558 357.953108 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq-1638721 Ack=-307 Win-45056 Len-1440 [TCP segment of a reassembled PD..
42559 357.953108 8.241.75.124 192.168.143.40 TCP 1494 80 = 52875 [ACK] Seq=1640161 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42560 357.953249 192.168.143.40 8.241.75.124 TCcP 54 52875 - 80 [ACK] Seq=307 Ack=1641601 Win=148224 Len=0
42561 357.953528 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq=1641601 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled
42562  357.953746 8.241.75.124 192.168.143.40 Tce 1494 80 » 52875 [ACK] Seq-1643041 Ack=-387 Win-45056 Len=-1448 [TCP segment of a reassembled
42563 357.953813 192.168.143.40 8.241.75.124 TCcP 54 52875 - 80 [ACK] Seq-307 Ack-1644481 Win-148224 Len-0
42564 357.957023 8.241.75.124 192.168.143.40  TCP 1494 8@ + 52875 [ACK] Seq=1644481 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42565357 as3an 2 241 75 124 197 168 142 A6 Tro 1494 R0 - SIR7S [ACK] Sea=1645821 Ack=307 Win=4SASA | en=1440 [TCP <eomant of 2 reassemhlad PN i
~ Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface \Device\NPF_{9FC58B18-54F1-47E7-85F7-DBA64601C453}, id © ~
Interface id: @ (\Device\NPF_{9FC58B18-54F1-47E7-85F7-D8A64601C453))
Encapsulation type: Ethernet (1)
Arrival Time: Nov 6, 2022 10:08:09.701398000 _aw, ! Gadsildl - Laias)
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1667722089.701398000 seconds
[Time delta from previous cap frame: 0. 1
[Time delta from previous displayed frame: ©.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1 >

[ |
@ 7 sw-c_00002_20221106100809.pcapng | Packets: 117755 - Displaved: 117755 (100.0%) | profile: Default

slal) ola3y) (Switch C) ciliby Jalatg ddlpa zecass (15.5)J<al)

LlSual) and (Switch C) cliby Juladg 48} 3.4.5
caladl ol (Switch) (o dealad) Al dibee aa (g5l (SWitch) 138 Jilasy G

Baall e 8 lldg

M sw-b211_00031_20221108110646.pcapng - =] x
File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help
A m 5@ NRE R e T &= R | FF
] Slay filter _<Ctrl-/
No. Time Source Destination Protocol Length  Info
86397 1697.621512 Tp-LinkT_cd:97: fe Broadcast ARP 42 Who has 192.168.1.1042 Tell 192.168.1.1
86398 1698.645603 Tp-LinkT_cd:97:fe Broadcast ARP 42 Who has 192.168.1.104? Tell 192.168.1.1
86399 1699.055264 192.168.1.1 224.0.0.1 IGMPv3 50 Membership Query, general
86400 1699.188743 192.168.1.105 224.0.0.22 IGMPv3 62 Membership Report / Join group 224.8.8.252 for any sources / Join group 224.0.0.251 for ..
86401 1699.669587 Tp-LinkT_cd:97: fe Broadcast ARP 42 Who has 192.168.1.104? Tell 192.168.1.1
86402 1700.693666 Tp-LinkT_cd:97:fe Broadcast ARP 42 Who has 192.168.1.1042 Tell 192.168.1.1
86403 1701.615153 Tp-LinkT_cd:97: fe Broadcast ARP 42 Who has 192.168.1.104? Tell 192.168.1.1
86404 1702.209327 f02::1:Ff41:.. ICMPv6 86 Neighbor Solicitation for fe8@::6cd7:bdff:fedl:S50ea
86405 1702.209327 H ££02::16 ICMPv6 110 Multicast Listener Report Message v2
86406 1702.539233 0.0.0.0 255.255.255.2..  DHCP 348 DHCP Request - Transaction ID @xd7@3eea2
86407 1702.640282 Tp-LinkT_cd:97:fe Broadcast ARP 42 Who has 192.168.1.104? Tell 192.168.1.1
86408 1702.835229 £f02::16 ICMPV6 110 Multicast Listener Report Message v2
86409 1702.946425 :41:50:ea Broadcast ARP 42 Who has 192.168.1.12 Tell 192.168.1.104
86410 1702.957943 :baff:fedl. ICMPV6 90 Multicast Listener Report Message v2
86411 1702.957943 :bAff:fedl. ICMPv6 70 Router Solicitation from 6e:d7:b4:41:50:ea
86412 1703.158415 :bAFf: Fedl.. ICMPv6 90 Multicast Listener Report Message v2
86413 1704.689057 192.168.1.104 224.0.0.251 MONS 103 Standard query ©x0001 PTR _AAF8FA9E._sub._googlecast._ tcp.local, "QU" question PTR _goog.
881141700 6Ra3s7 197 168 1 108 294 & a 22 TEMPYR 84 Memherchin Rennrt / 1oin ornun 239 756 2585 28A £nar anv cqurces =
me 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{CB71E797-B715-439B-9CE6-7D6FOE9ADSBC}, id @ ~
Interface id: @ (\Device\NPF_{CB71E797-B715-4398-9CE6-7D6F9EIADBBC})
Encapsulation type: Ethernet (1)
Arrival Time: Nov 8, 2022 11:06:46.666851000 aw )l Gadsildl - Leaad
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1667898406.666851000 seconds
[Time delta from previous captured frame: ©.000000000 seconds]
[Time delta from previous displayed frame: ©.000000000 seconds]
[Time since reference or first frame: ©.000000000 seconds]
Frame Number: 1 .

[
@ 7 swb211.00031_20221108110646.pcapng

S 8 (Switch C

35)
|| Packets: 214973 - Displayed: 214973 (100.0%) | Profile: Default

iy ity Al ey (16.5) Sl
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claglaall 4585 35 (Switch) cbiby Julaiy 4304 4.4.5
& eclasheall 2 ISy aslall IS ilhgey Aealall Lol Jidas Db ddee (o sl an;
Jaci 553l Llaal) 028 caalyg cilaglaall s e abrgas galall (Switch) e S5l lase

-

. X L;}b:ﬁ‘_éc({}j 28 &;\

M 5w-c_00002_20221106100809.pcapng - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
o m ® e ] &= &£ R |
fit cul [— DR
Time Source Destination Protocol  Length Info ~
42548  357.927135 192.168.143.40 8.241.75.124 TcP 54 52875 - 80 [ACK] Seq-307 Ack-1630081 Win-148224 Len-0
42549 357.932338 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq-1630081 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
42550 357.933057 8.241.75.124 192.168.143.40  TCP 1494 80 —+ 52875 [ACK] Seq=1631521 Ack=307 [TCP segment of a reassembled PD..
42551 357.933102 192.168.143.40 8.241.75.124 Tcp 54 52875 - 80 [ACK] Seq=307 Ack=1632961 )
42552 357.936866 8.241.75.124 192.168.143.40  TCP 1494 80 -+ 52875 [ACK] Seq-1632961 Ack=-307 Win-45056 Len-1440 [TCP segment of a reassembled
42553 357.938415 8.241.75.124 192.168.143.40  TCP 1494 8@ + 52875 [ACK] Seq-1634401 Ack-307 Win-45056 Len-1440 [TCP segment of a reassembled
42554 357.938477 192.168.143.40 8.241.75.124 TCcP 54 52875 - 80 [ACK] Seq=307 Ack=1635841 Win=148224 Len=0
42555 357.946075 8.241.75.124 192.168.143.40  TCP 1494 80 — 52875 [ACK] Seq=1635841 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled
42556  357.946304 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq=1637281 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled
42557  357.946365 192.168.143.40 8.241.75.124 TCcP 54 52875 » 80 [ACK] Seq-307 Ack-1638721 Win-148224 Len-0
42558 357.953108 8.241.75.124 192.168.143.40  TCP 1494 8@ -+ 52875 [ACK] Seq-1638721 Ack=307 Win-45056 Len-144@ [TCP segment of a reassembled
42559 357.953108 8.241.75.124 192.168.143.40  TCP 1494 80 ~ 52875 [ACK] Seq=1640161 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled
42560 357.953249 192.168.143.40 8.241.75.124 TCP 54 52875 - 80 [ACK] Seq=307 Ack=1641601 Win=148224 Len=0
42561 357.953528 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq=1641601 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled
42562 357.953746 8.241.75.124 192.168.143.40  TCP 1494 80 -» 52875 [ACK] Seq-1643041 Ack=-307 Win-45056 Len-1440 [TCP segment of a reassembled
42563 357.953813 192.168.143.40 8.241.75.124 TcP 54 52875 - 80 [ACK] Seq-307 Ack-1644481 Win-148224 Len-0
42564 357.957023 8.241.75.124 192.168.143.40  TCP 1494 80 - 52875 [ACK] Seq=1644481 Ack=307 Win=45056 Len=1440 [TCP segment of a reassembled PD..
> AICRS 257 QR01D ] 241 75 124 1Q2 168 142 10 Tro 1404 RA - GIRTE TACK] San=1RA45921 Ark=307 Win=A4505A | an=1440 (T(P caomant nf a reaccamhlad Dh) P
v Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface \Device\NPF_{9FC58B18-54F1-47E7-85F7-DBA64601CA53}, id © ~
Interface id: © (\Device\NPF_{9FC58B18-54F1-47E7-85F7-D8A64601C453})
Encapsulation type: Ethernet (1)
Arrival Time: Nov 6, 2022 10:08:09.701398000 . aw, ! cudsildl - Lissl
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1667722089.701398000 seconds
[Time delta from previous captured frame: ©.000000000 seconds]
[Time delta from previous displayed frame: ©.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1 %
[ el
@ 7 sw-c_00002_20221106100809.pcapna || Packets: 117755 * Displaved: 117755 (100.0%) II profile: Default

cilagleall L3830 (SWitch) by Julady didla giags (17.5)0al

. Alastaall gkl 3S4a (TP-Link) 5.4.5
S Al Eun Badll Aal e pealVl A clgan daals A5 Ao Gllee o Aulaall sda ol

sl bt DA (bl 7) 52al 36l b sar Aalall BigaY) Al

M 5W-20221110114841_00002_dssSsall.pcapng = = x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a = @ RE R < e (s =
cut = -]+
Source Destination Protocol Length Info ~
1638.628458 192.168.130.69 MDN: 216 Standard query 0x0000 ANY {“nm" Note 10 5G","as 69"}._mi-connect
1638.647455 fe80::f851:Ffbff:fecc. MDNS 236 Standard query ©x0000 ANY {“nm":"Redmi Note 10 5G","as": 69"} . _mi-connect
1638.655074 ::F851: FbFF: fecc. ICMPv6 90 Multicast Listener Report Message v2
1638.657715 192.168.130.69 224.0.0.251 MDNS 216 Standard query ©x@000 ANY {“nm":"Redmi Note 1@ 5G","as 69"}._mi-connect...
1638.718437 fe80::f851:Fbff:fecc.. FF02:: b MONS 236 Standard query @x0000 ANY {"nm":"Redmi Note 10 5G","as": 5 :"69"}._mi-connect
1638.741569 192.168.130.69 224.0.0.251 MONS 573 Standard query response @x@000 TXT, cache flush PTR _mi-connect._udp.local PTR {"nm":"R
1638.752509 ICMPV6 90 Multicast Listener Query
1638. 758569 MDNS 593 Standard query response @x8000 TXT, cache flush PTR _mi-connect._ udp.local PTR {"nm":"Re..
1638.767436 ICMPV6 90 Multicast Listener Report Message v2
1638.773140 :b097:84a7: ICMPV6 90 Multicast Listener Report Message v2
1638.902236 2ced:eSFf: ICMPv6 90 Multicast Listener Report Message v2
1638.935849 f063:cdeb: ICMPVE 150 Multicast Listener Report Message v2
1638.968217 192.168.130. MDNS 405 Standard query response @x0000 TXT, cache flush TXT, cache flush NSEC, cache flush {"nm"
1639.003846 fe80::b52f:257c: ICMPV6 130 Multicast Listener Report Message v2 b
1639.017464 fe80::7061:ec07: ICMPV6 150 Multicast Listener Report Message v2
1630 ASA7AO  FaRO- -RAOh- ol - TOMP A 154 Milticast | istanan Ranont Mecc<aca w2 ==
>
~ Frame 1: 1494 bytes on wire (11952 bits), 1494 bytes captured (11952 bits) on interface \Device\NPF_{FC61069D-61D0-4262-8BOF-ED993F724401}, id © ~
Interface id: © (\Device\NPF_{FC61069D-61D0-4262-8BOF -ED993F724401})
Encapsulation type: Ethernet (1)
Arrival Time: Nov 1@, 2022 11:48:41.161895000 _aw; ! Siadsill - Laaisd
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1668073721.161895000 seconds
[Time delta from previous captured frame: ©.000000000 seconds]
[Time delta from previous displayed frame: ©.000000000 seconds]
[Time since reference or first frame: ©.000000000 seconds]
Frame Number: 1
Frame Length: 1494 bytes (11952 bits)
Capture Leneth: 1494 bvtes (11952 bits) v

[ ]
@ 7 SW-20221110114841_00002_as.oil.peapng || Packets: 477283 - Displayed: 477283 (100.0%) Profile: Default

(Sastaall skl S (TP-Link) by Jdalads &8l g (18.5)Jsad
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AGBlially giliit) 1.6
daals A3 Jalatg Al ple (S0 &3 ¢ raall gially Slaall (Wireshark) gl alaisul
((B) sl (Switch)s cclosheall dusi Sy (A agasadl (Switch) e 2l lesm
o JS G Basasall (Switchs) Lua eliiSy ¢ slogleadl ool 3$5e 8 35asall (Switch) s
3 elad) dgng 050 e e S ASEN dae Gledaly (lKal) andy alall oladY)  cend
G35 B dgia) QAL o) Jhae (g) Cigan (galdl Blan) IS8 Adhall daxd L & il Sl
LilKe g s ((Wireshark) melin cuaii & dlld e oling clgddli) o) a<al g )
CallS () 35as 093 (e (Slae U AN B Bagasall Bigally lsally cileadl) Jidatg 45
Ly cumie IS 3Call JWN acagll Joa clagleal) BS pis o Jany L) @lliSy el

AL Al aalsally Beadl st o) Ker 3158 Aglas (o) 4djaa

G i ol i Y (Wireshark) gl davls A<l 4y dleld o) SAL ol oy
S mag clliSy @Al dlail 558 Jish @l Dlele Shey galindl 1gd o)) Clds
& 4l Cam (AT Al Aadail (e wael) gl S shall o2y 8l el b A< (Traffic)
Gl (50 B (il 8 3K 8 Gaang Lo IS A ey ASAIL dealal) A8 dilee g
oailad Aipa o 500k aagy AKAN (edigal dege 585 8 Al cblall o g lua (g
B ol sl J e @lElpal) clslae oo il bl g g G (e AS0al JSliag
Ay claall s U e gl sraill sl gl (aj JB s 3l il G gslad
e Bgua chany Lee 3dll @l 8 LeSlgin) & ) Lledl) CUlal 4aS dijee e LSS Lia)
Dyl Gy it ) Buaall Claedll Gans ehyd ol dibua ) dalay 3K ulS 13l oo
Al Jaleas cpalagalls als 8iga) ) (adlsd Clanall 03 CulS elgas AN L) iy
((CPU) ducsi 5l ((RAM) ans Cus e diille Clialse @il Bealy adlsa ehd o daslls
ptalen JS) agile Jouss Ly «eDlgan) due g cilass Al 8gaY) cuilisall o g i
A Gs% 8 eldl B Al Al Cipea ) dals @l Gad o) S cags Jily iy gyud b
Al ddhe P e Ll diasill & Al Zlll gy el dala A Gad Gaeadiuall
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~ File

HName: Ci\Users\del\Documents\SW-B_00001_20221103113301_00072_20221108083728, pcapng

Length: 100 ME

Hash (SHA256): b300c595 745395d.

Hash (RIPEMD 160): db252ddfc03bab5c63a2b 300 20ebbd4828 7c 1a

Hash (SHAL): 0266024221e557bc54eff34080c8a5db6 1ac0f70

Format: Wireshark/... - pcapng

Encapsulation: Ethernet

Tim

First packet: 2022-11-08 08:37:28

Last packet: - 8:48:

Elapsed: 00:10:38

Capture

Hardwar Intel(R) Core(TM) i5-8400 CPU @ 2.80GHz (with S5E4.2)

os: 64-bit windows 10 (1703), buid 15083

Applicatior Dumpcap (Wireshark) 4.0. 1 (v4.0.1-0-gegf3570b1527)

Interfaces

Interface Dropped packets Capture filter Link type Packet size limit (sna

EthernetUnknown nane Ethernet 262144 bytes

cc ptured Displaved Marked
33333 178336 (100.0%) —
633090 £38.000 —
279.5 279.5 —
527 527 —
93967066 93987066 (100.0%) 0
197k 147k —

89 W ol ddjen o35 cclilall AN EDgiady 85,3 il Ay I ((Wireshark) alasiol
Gonade il Gl 5l A bl aladau) Gl @Dl W 08 o) oSedl e Al
aginli 8 Aaalal) Sigal Aacsy A<l Goleaial) (il sal) 23e 851 Ll dpaadall ) (5654
slincly ALl dealad) G 5D @leln) dae gl cdaalad) aisad Joaall Cun (e ¢pgiillag]
donle Sl Ly ddele B (e 1) Hslai Y cljudl) el & eDlgany) OlSy «gupnll 2ia
& Slany alie bl ASAl D) b oS (Ally o)) iy s Cldy) b culs
Ay b cuddl o deasill @ @lld sy o(3lae 1 A 10) deladl o s (s2ly ¢35 31 )
Cpidagal) aladin] egu Ll iy (Jandl Glai s oo S adlsall cpiligall Jsda 35S
als 3 AKal eDlgiu] aas lgd Jay Al (TikTok-Snapshat-Instgram) :Jie (A<l
BAS Lgaans 05 A (89 ) sl e e o(dRda 30) ket Y s 8 clane 3 4E ) a5l
ziai o) (Youtube) adse I Jsddll e daslall JleeWU aldlly cdaslal) adse N Joal

.(Facebook) aésa

alibul) Dlginl aaa muag (1.6) J<id

G 2algn Al OYSgie ll e pals I Sig A<l (Traffic) dubas dlee (e elgml) aag
S5l e AdlA AS) o e Shlly il ulae 88 dea o Ll 5Slly AS)
Ul mamgeg ASaill Lualdll GaY) 898 Chaunn & el 38 sl Lo 05 O (Saall G A

ASal Jlatl dlee e cilie U
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2022-11-6 utis (SW-B) s lgal] il 3 () oS sig el

TIME DATA PROTOCL
10:30:08 100MB ARP/BROWSER/CDP/DHCPvV6/LLMNR/MDNS
o NBNS/SSDP/STP/TCP/TLSv1/TLSv1.2/TCP/UDP
11:37:41
11:37:41 100MB ARP/BROWSER/CDP/DHCPV6/DNS/HIP
HTTP/XML/ICMP/ICMPvVv6/LLDP/LLMNR
! LOOP/MDNS/NBNS/SSDP/STP/TCP/TLSv1
1:27:27 TLSv1.2/UDP
1:27:27 100MB ARP/DHCPV6/DNS/HTTP/ICMP/LLMNR/LOOP
i MBNS/SSDP/SSL/STP/TCP/TLSv1.2
1:28:18
1:28:18 100MB ARP/DNS/HTTP/ICMP/LLMNR/MDNS/NBNS
SSDP/STP/TCP
o
1:28:54
1:28:54 100MB ARP/DNS/HTTP/ICMP/LLMNR/LOOP/MDNS
i NBNS/SSDP/STP/TCP/TLSv1
1:29:26
1:29:26 100MB ARP/DNS/HTTP/ICMPvV6/LLMNR/LOOP/MDNS
i NBNS/SSDP/STP/TCP/UDP
1:30:02
1:30:02 100MB ARP/DNS/HTTP/ICMP/LLMNR/LOOP/MDNS/NBNS
SSDP/STP/TCP
o
1:30:38

Jelatl) cililes and e il guiass (2.6)JSal

Culad) 8 gemill (e L ans clgan daala A5 of g clgal) deagtl) 5 ) 3l 02ag
05 syl o3 (ge Gmnllh (AN Ja) Baalsiall CNSHgl Es Cam e oY)
Lalkll cllyl i ge sld @l e Y @A) ((HTTP) JsSsign Jie ool e Lgalatiad
Gan U (e lgaeai 5 lly diall ) Bgise il adlsall 8 dexicn gy cardiuall
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Ll Liaagg ¢oaY) grieaill La 3Kl cadiinen (yans Ajae A Pliiads ashi (il
il oda haaal clgd liass laal e gl 5 8 Ally (b L (A CYsSee sl Gy
o Laldl) Gl gl g Ciswg Kle 358 iyl Al (LLMNR) JoSsios Jie
O dundly Gal o) Ll aags Ally cAasil) ceSsigll G Jlaniad ge gl axe ol
(TLSV1.2) 4l St jlaa¥ly ((TLSVI) JsSsign die cilibull lelseas de jung dniaY) dualil)
Cuadsally il GlHE e el cuile] LSy cclilul) Gaal cNeSag 5 208 (e iy (53
B)sSaall ¥ Sgigpll (o acall Gl e ((Microsoft/Apple/Google/Mozilla) Jie <l
Hea¥ly adeall Cuant g @lld e 3lug (2021 5 2020) ple b agilaiaiag pgadlse (b
lgae s Gilly o5 A cdapadll CVsSsg ) il e Jaad) QIS (L dnalay daldll adlgally
D ale (8 il )ekaill dS)ge AS0A) maall cad Lgn dag Al cAaallad) CISHAN U8 (1

) e (Kan 5B S i dial 3 e Jgemnlly cciliyl)

A<l ) e oSl ellyg cclibally Lalal) (Destination) s (SOUrce) iy (e Gl L€a,
02 LK) Sy Aial@ll aa) 8 (e Gaibagally Laldll Bgal) B 38 ddlee () L 2 Y
b oSan canl] bl Jl) Aslaey A<l Bgal ) ) Jssallh Gl ash ladie doleall
Aaulsy 48l (S canll bl Jlyl @3l Jslay @A) ((IP) olsie ddyae (e Allal) el
Jus) las ami as sl ((Conversation) dss N Jeaall (Wireshark) gl
Sl e Sae 8 Sl il (il gl g Gl o) U8 Cleagd) 03 e Ciliy el

co SN Y cllee Load) cuiatg cdalual) cililall é

M ireshark . Con:

SW-B_0D001_20221103113301_00077_20221108084516.pcapng o *
Ethernet 196 IPv4-252  1Pv6-48  TCP-289  UDP - 4585
Address A Address B Packets Bytes PacketsA—B BytesA—B PacketsB—A BytesB—A RelStort Duration Bits/sA —B Bits/sB — A A
10.1.99.5 1030.0.111 e 32k 1 2k " 9474 16 &
10.1.98.5 10.30.0.124 1158 1 158 - 0174194765 0.0000 — —
10.1.99.5 1030.0.222 115 1 158 - 0252.256083 0.0000 — —
10.1.98.5 1030.0.179 Voo 1 97 . 0361.442438  0.0000 - -
10.1.99.5 10.30.0.166 1158 1 158 - 0455.351538  0.0000 - -
10.1.99.5 1030.0.24 146 146 01419.97785¢ 0.0000 — —
10.1.90.5 10.30.0.178 v 276 ® 278 . 01422.51301¢ 3.8876 552 o
10.1.99.5 10.30.0.165 Vo9 1 9 - 01528.82720:  0.0000 — —
10.1.98.5 1030.0.176 voo1%8 1 198 . 0161654309t 0.0000 - -
10.1.89.5 1030.0.110 o 790 o 790 . 01955,04738% 7353.8462 o o
10.1.99.5 1030.0.60 o4 * 474 . 01989,42742: 84735191 o o
10.1.90.5 10.30.0.224 oo ¥ 411 . 01111.27138: 1283.6123 2 o
10.1.985 10.30.0.201 Vo158 1 158 - 01894.20040; 0.0000 — —
10.1.99.5 1030.0.63 1158 1 158 . 0352043638«  0.0000 — —
10.1.89.5 1030.0.195 Vo 1 92 . 03433.98181;  0.0000 — —
10.1.99.7 10300111 w7830 . o « 7830 16024286 11249.6447 o 5
101998 1030.0.176 ro 16k ro 16k - 0 264.067970 1352.4702 o o
10.1.98.8 10.30.0.178 Tooed T 184 . 01423.498687 2.0120 a0 o
10.1.99.9 1030.0.195 o250 T 250 . 07508.17830( 1925.2028 1 o
103.0.20 1030.0.111 1 3% . o Bl 3961708.20504: 327417 o £
1010018 1030.0.175 o255 v 255 - 0243783572 0.0017 - -
10100201 1030.0.175 ) 1 60 - 01914,61193( 0.0000 — —
10.10.0.203  10.30.0.175 T 1500 T 1500 . 01488.53257¢ 120.8507 % o,
[ Limit to display filter [ Absolute start tme Types~

e
=l | rele

LOpeddiaal) G clibull (Destination) g (Source) g (3.6)J<al
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A Jalat il 2.6

gl alatial e dmals A daldll 5ea¥ls (SWItChS) (e JS dibad &3 ) 2

YS9 pll B (ympa el 13gs Aalall (NO Graph) e

) asss «(Wireshark)
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Wireshark 1/0 Graphs: SwW-5_0000

Hover over the graph for detarls
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Wireshark 1/0 Graphs: sw-b211_0000:

o
Haver over the gragh for detail.
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M Wireshark - /O Graphs - sw-c_00005_202211081035221.pcapng

Wireshark 1/0 Graphs: sw-c_00005_20221108105221.pcapng

Packets/1 sec

Time (s)
Hover over the graph for details.
¥ Axis Factor SMA Period ¥ Field ¥ Axis Style Color Display Filter Graph Name Enabled
1 None Packets Stacked Bar [ | arp
1 None Packets Stacked Bar dns
1 None Packets Stacked Bar http
1 None Packets Stacked Bar [ | tisvl
1 None Packets Stacked Bar [ | limnr
1 None Packets Stacked Bar [ | tep
Automatic Update Log scale [] Time of day [] Interval 200ms () drags @ Mouse [=]

| sastuo | [ si || copyfom [ cooy || _saveas |

M Wireshark . 1/0 Graphs - d5.zll.peapng

Wireshark 1/0 G

200 |-

Packets/1 sec
T

raphs: &:.)l.pcapng

(olad) sa3¥) — Switch-C) 2 dealall CS3ig sl AS)a Jane mangs (6.6) IS

—D

] _ _ i 8
ok
12:36:00
09.10.22
Time (5)
Hover over the graph for detaik.
0 ¥ Axis Factor SMA Period ¥ Field Y Axis Style Color Display Filter Graph Name Enabled
1 None Packets Stacked Bar
1 None Packets Stacked Bar [ |
w 1 None Packet Stacked Rar |
Automatic Update Log scale [] Time of day. Interval zooms () drags (@ Mouse
| 8aclian H el | | copy from ‘ Copy H Save As |
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M Wireshark . 1/0 Graphs - sunhome2.pcapng

Wireshark 1/0 Graphs: sunhome2.pcapng
3000 -
2500 |-
2000
§
F 1500 b
3
1000 ~
500 - Hl |
I 1
Ji) . ‘ ‘ ‘ H\I ‘H
0 i l |5 .\ =)
13:12:00 13:13:00 13:14:00 13:15:00 13:16:00
30.08.22 30.08.22 30.08.22 30.08.22 30.08.22 30 05 22 30 UB 22
Time (s)
Hover over the graph for detsils.
¥ Axis Factor SMA Period ¥ Field ¥ Axis Style Color  DisplayFilter  Graph Name Enabled
1 None Packets Stacked Bar limnr
1 None Packets Line [ | http
Reset Automatic Update Log scale [] Time of day v seci Interval zooms O drags @) Mouse B m =] [+

(e sbeall 4585 S 5 — SWitch) 2 Galall csSsis ) AS)a Jaxe mang (8.6) USa

IS Al e ysa aai Ally ((NO Graph) sld) gamn Al dslall agall 8 a3l LS
pladic) g ddjee (o Jgen ISy ASuilly Galadl (Traffic) diay (Adl daly JsSgig 5
djee ASAN (sp3e Glo deww e canation 53 Sleall (IP) Liad ddjeas «JoSsign S
JSLaal) s b W3MAT) (el e ) Jolally SlelaY) gais clpy S Al pailad

a3 ol (Saall e Al

raligrually (@lgad) 3.6

A0l Jastl £l ddee oL A Lgalind 3 Ciliaalsalls Sgal g clol<a) 4l L]

s el
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raluagil) 4.6

sl clghadll 8 duhall Gluag (edls

A dadls A5 e (Wireshark) 48)all sl s .1

A o ddhall maly (10 g55 e SS) Gk ) pladaal L2

Laalal) AL agaladng) die ¢palagall Ji e clilull eDigin) 2] 8ag3as das puag .3

i ke pal) DY) e ity 2l cduad ) agiigal) (e

Conclusion 44l 5.6

alat Je digllad)l cleadll &S slaely (Wireshark) gliyn cawati duhall sda & 2
lie s ) Al Aleny Adleiall JSLaA) 280 Jslall 55 (sl @lldy o(Windows)
(Dlosbeall 358 3S50) ae ae dAllie chal 30 ) deagil) & Al g daals ASu
gali g dag Ahe malin ) sng pe e S0 Lo dasls A58 Ol Lo B
Lo dleny oLl (o galinll 138 ddaidlsy Waen Liad AW Haadll Zaidally Jlaal) 448)l)
«has Ly g Al SS9 e el QLES) 5 L)l dulee DA ey cAaalad) 4S04
LLMNR-TLSV1-) csSsignll o3a (e AKal Y] culall Chaca & s 8 Ally
Algiaall UL LS Gun (e A8l (ailiad ddjee Slld 2ay 235 ((TLSV12-HTTP
oailadll oda i Liad o5 ccbiball Llgin) a8 3Kl 4d 0sS All ag 3l gy
alsal) dijaay Load Ly cchlilall aDA (e et ) laaal) IS cAiaguy z 3kt di e
o Jead) ane e KUy ailsall s3a el (Gaes cmeaiad) 8 e el Jsaal a1
e el 138 585 Cmsg ¢ ppandicaal) bl lBlial b cues of (Sa A diniall 285l
O3 (e Gy clguailiad DS ddjeay AWl Ly Jidas A ddacliad ASWAN) Gunige U

Alle IS (gl agag
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Appendix 2)

1 8wy B pla iy b lganant & Al @lily (J Jdaill cilidee aaf Galal 138z
Ayl Jalaill Cllasy 2Ll &5 anles ()3 lis) Plgand Gotr Ukl e 808 dpaS Dlgind sl
clilall (e 5SS Gllgus (Social Media) adlse aladinl i OIS @illy ¢ la)Y) 138 Ca

Al saga ld Clagiad e Hlie S We Al

M sw-B.pcapng -

B
Help  Tool: Wireless  Telephony  Statistics  Analyze Capture Go  View Edit  File
Faaa =& W = an ]| [ R @ L
+ [~ M [ip.addr==192.169.43.233. [}
B Info Length Protocol Destination Source Time o
Protected Payload (KP@), DCI dedacc75702677. b 87 Quic 18.161.92.242 192.168.43.233  2105.204346 .j4410
..Standard query response Ox@b6a A us-castl-mws.api.snapchat.com CNAME us-castl-aws.api.sc-gw.com A 44.202.21 142 i 152.168.43.233 192.168.43.1  2105.204428 d4sla

192.168.43.233 192.168.43.1  2185.235683

Protected Payload (KPe) 2105.295656

Protected Payload (KP@) 67 Quic 192.168.43.233 35.190.43.134  2105.295827 ..4410
Protected Payload (KP@), DCID=fefefafBdadsazcl 75 QuIc 35.190.43.134 192.168.43.233  2105.205866 ..4410

Protected Payload (KP@) 67 QuIc 192.168.43.233 35.190.43.134  2105.295943 ..4418

Protected Payload (KPO), DCID=fefefafadadaszcl 75 Quic 35.190.43.134 192.168.43.233  2105.206042 ..4410

. 1£bd7bd 1242 Quic 192.168.43.233 18.161.92.242  2105.303676 ..4410

Handshake, SCID-86688821Tbd7bd1d5f835bbdc5AcaBsdafaeffba 1242 Quic 192.168.43.233 18.161.92.242  2185.303641 ..4318

, bC 7bd1d5F8 3 95 Quic 18.161.92.242 192.168.43.233  2105.303752 ..4416

1~ . s€I fbd7bd1dsf! 8effb3 1242 QuIc 192.168.43.233 18.161.92.242  2105.304387 ..4410

Answer RRs: 2
Authority RRs: @
Additional RRs: @
Queries
us-eastl-aws.api.snapchat.com: Type A, class In ¥
u uz-eaztl-aws.api.znapchat. com
[Name Length: 2a]
[Label Count: 4]
Type: A (Host Address) (1)
Class: IN (@x@el)
Anzwers v

6 36 ce 02 40 8@ 48 11

us-eastl-aws.api.snapchat.com: type CNAME, class IN, cname us-eastl-aws.api.sc-gw.com
Hame': us-eastl-aws.api.snapchat.cam
Type: CHAME (Canonical NAME for an alias) (5)
Class: IN (@x@eel)
Time to live: 119 (1 minute, 59 seconds)
Data length: 25
CHAME: us-eastl-aws.api.sec-gw.com

us-eastl-aws.api.sc-gw.com: type A, class IN, addr 44.282.21.42
Name: us-eastl-sws.api.sc-gw.com

Query Name (dn=.qry.name), 31byte(s) 27 @

< 3
Profie: Default || Packets: 451248 - Displayed: 450237 (39.8%) 1

Al mamgy (2.7) <Al

M SW-B.pcapng -
Help Tools Wireless Telephony Statistics Analyze Capture Go

T aae SR E=2=] BR
+
—~ Info Length Protocol Destination Source Time
Application Data 123  TLSv1.3 102.132.97.54 192.168.43.233  1043.666188 435387
Seq=1832 Ack=1895 Win=68864 Len=0 [ACK] 49862 = 443 54 TCP 192.168.43.233 1@2.132.97.54 1943.814@54 435388
Application Data 125 TLSVL.3 192.168.43.233 182.132.97.54 1943.938188 435389
Seq=1895 Ack=1963 Win=131848 Len—8 [ACK] 443 - 49862 54 TCP 182.132.97.54 192.168.43.233  1943.988989 435398
— Application Data 123 TLSv1.3 162.132.97.54 192.168.43.233 1962.665171 435483
Seq=1963 Ack=1964 Win=68864 Len=8 [ACK] 49862 » 443 54 TcP 192.166.43.233 102.132.97.54 1962.750167 435404
Application Data 125  TLSv1.3 192.168.43.233 102.132.97.54  1962.885169 435485
Seq=1964 Ack=1974 Win=131840 Len=8 [ACK] 443 - 49862 54 Tcp 102.132.97.54 192.168.43.233  1962.932495 435406
Standard query @x435b A www.instagram.com 77 DNS 192.168.43.1 192.168.43.233 1970.168326 5489
S— Standard query @x3b3e HTTPS www.instagram.com 77 DNS 192.168.43.1 192.168.43.233 19708.168583 435418
Standard query response 8x435b A www.instagram.com CNAME geo-p42.instagram.com CNAME z-p42-instagram.clor.i 150 DNS 192.168.43.233 192.168.43.1  1970.233602 435413
Standard query response @x8b8e HTTPS www.instagram.com CNAME geo-p42.instagram.com CHNAME z-p42-instagram.cl 188 DNS 192.168.43.233 192.168.43.1 197@.233602 435414
— w Initial, DCID=c9c1f823cdee63@e, PKN: 1, PING, PADDING, CRYPTO, PADDING, PING, PADDING, PING, CRYPTCQ, CRYPTC 1292 QuIC 182.132.97.174 192.168.43.233 197@.234298 435415
< >
be a5 8b c6 45 18 ec 5c | A Transaction ID: @x435b
o 3f e7 a3 ee eo 40 11 Flags: @x810@ Standard query v
2b @1 dc 7T @8 35 6@ 2b Response: Message is a QUErY = .... .... .... ...B
Opcode: Standard query (@) ...0 e0O.
Truncated: Message is not truncated 8. ..
Recursion desired: Do query recursively ..
reserved (@) ..
Non-authenticated dat Unacceptable = EEEE
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Queries ¥
www.instagram.com: type A, class IN ¥
. instagram. com
[Name Length: 17]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (8x2081)
< > v [Response In: 435413
Profile: Default || Packets: 451245 - Displayed: 450237 (39.5%) Il Query Name (dns.cry.name), 19 byte(s) @

£

instagram) Gakss alasiul g (3.7)J<al
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(Appendix 3)

AU e asl ple S5 g ((Wireshark) zalin oo ple 508 ghal & Gald) 1 3
ASEN s (Packet) Lals Jo) cudigis Al sl Javsiay «dDUginY) daeS Liad djaag ¢lgasans
coag gy Aihall Dlee Ldal M) Adlaal) gy aslgl) Al 8 DIl davgiag

A 89,3 il (e iy 8 2022-11-6 by GUlall $Dlginl dueS (ailad

M Wireshark - Capture File Properties - SW-B_00001_20221103113301_00002_20221106132727 pcapng

- o >

Details

File ~
Mame: Di\new \orimaaced NSW-B\SW-B_00001_20221103113301_00002_20221106132727.peapng

Length: 100 MB

Hash (SHA255): 011f2ff888ceaad3cata 1824f6da4077150b40633¢3125058 38 2dd85adbfe 569

Hash (RIPEMD 150): 108247 1d 1538040 725203687 2C3a6 752 1a7F199

Hash (SHA1): 70fd017c60463b607 17269506 7d 78aae 3d427aba

Farmat: Wireshark/... - pcapng

Encapsulation: Ethernet

Time

First packet: 2022-11-06 13:27:27

Last packet: 2022-11-06 13:28: 18

Elapsed: 00:00:50

Capture

Hardware: Intel(R) Core(TM) i5-8400 CPU @ 2.80GHz (with S5E4.2)

: 64-bit Windows 10 (1703), buid 15063

Application: Dumpcap (Wireshark) 4.0. 1 {v4.0. 1-0-ge9f3570b1527)
Interfaces

Interface Dropped packets Capture filter Link type Packet size limit

Ethernet Unknown none Ethernet 262144 bytes

Statistics

Measurement Captured Displayed Marked

Packets 112504 112504 (100.0%) —
Time span, s 50.663 50.663 —

Average pps 2220.6 2220.6 -
Average packet size, B 855 855 —
95181625 96181625 (100.0%) 0
Average bytes/s 1838 k 1898 k
Average bits/s 15M 15M — -
Caphure file comments

(SWitch-B) (s 4y dolaal dule jailiad muag (4.7)J<a

Baslgl) Al 8 1ISMB Jaee 406 50 P 4 100MB Pyl 2

M \Wireshark - Capture File Properties - 5W-B_DG0D1_20221103113301_00003_20221106132813.peapng o >
DIVeW ) Simsn wd \SW-BYSW-8_0000 1_20221103113301_N0003_2022 1106132818, pespng
01Pf6e 1998 a5e0b3C20 200 7 2 19820 3db 7 16F560h 1072 1608087 1e9am075a
Sb5ba05mbe 108 9C be erdecd 38 242225736 1F750e
v, s
2022-11-08 13:28:18
Lo 2023 1108 13178184
Elapaed: 0100136
capture
Fardhware el (2) Core(TM) I5-8400 CPU @ 2.80GHz (with S564.2)
< it Windows 10 (1703), buid 15063
Appication: Bumpeap (Wireshark) 4.0 (v4.0, 1-0-ae9f3870b1527)
Interfaces
it Oronoad ackata Caotucs Link tvos Packat sxe it
Ethernet Unknawn nene Ethernet 25214 bytes
Statistics
Clsciaved Marked
110850 (100.0%)
.02 -
&70
96245625 (100.0%)
1k
Average bimfa — =
Capture file comments
ik st 36 b 00D Ihprot 27
Refresh

e ooy To Cicboad] | e

(SWitch-B) (e 4uilye doleal dale (ailiad maas (5.7)JS)

Baslgll Al 8 21MB Jaey 456 36 DA 8 100MB <Plgia
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Appendix 4

M Wireshark - Capture File Properties - sw-b211_00030_20221108110051.pcapng — (=) >
Details
Ci oo YNy Ve oot INSW-C 21 1\sw-b211_00030_2022110811005 1. pcapnag
=

Hash (SHA256): CHE Je9c 7I49FIGH 180 S 1e0ba23ad S 2bdd 59 54f4c

Hash (RIPEMD 160): 1e89dbbd2e 24903 1949c95 70 7ff32 7bac9499d6 5572

Hash (SHA1): C€H4263049bdan06928 18 232264943ba S5c441c8032F9

Farmat: Wirasharis . = peapng

=i St

Time

Firat packet: 2022-11-08 11:00:51

Laat packet: 2022-11.08 11:00:46

Elapsed: Goiosiss

Captue

- Intei(R) Core(I> i5-8400 CPU @ 2.80GH= (with SSE4.2)

os: 64-bit Windows 10 (1703), build 15063

Application: Dumpcap (Wireshark) 4.0.1 (v4.0.1-0-ge9f3970b1527)

Interfaces

Interface Capture filter ink tyvpe

i et
Staustics
L Risplaved

Padkets Taosi0 o510 (100.0%)

Time span, s 355.548 5.548

Averape pos 2233 3353 =

Average packatsize, B 1035 1035 —

Byees i93e25196 193025196 (100.0%> °

i 533 Saak &

Average bits/= 4386 k 4386 k —_— ~
s Me e

Refesh ot Copy To Cipboard rein

Gl acd (SWItCh-C) (e 4l dileal dule ailiad g (5.7) <

-aalsll 40l & 4AMB Jasey 4283 5:55 Pla 2 200MB <Dlgiad &

4 Wireshark . Conversations - SW-B_00001_20221103113301_00077_20221109094516.pcapng - o x

Ethemet- 196  [Pv4:252 IPv6-43 TCP' 289  UDP ' 4585

Address A Address B Packets Bytes Packets A —B BytesA—B PacketsB —A BytesB —A RelStart Duration Bits/sA—B Bits/sB—A ~
10.1.99.5 10.30.0.111 e 32k B 2k m 247415999356 11249.6922 16 5
10.1.99.5 10.30.0.184 1158 1 158 . 0174194765 0.0000 — —
10.30.0.222 1158 1 158 . 0252.256083 0.0000 - -
10.1.99.5 10.30.0.179 1 97 1 97 . 0361.442438 0.0000 — —
10.1.99.5 10.30.0.166 1158 1 158 . 0455351538  0.0000 - -
10.1.99.5 10.30.0.24 1 146 1 146 . 01419.97785¢  0.0000 - -
10.1.99.5 10.30.0.178 ¥ 276 v 276 . 01422.51301¢  3.9976 532 )
10.1.99.5 10.30.0.165 1 95 1 95 . 01528,82720: 0.0000 - -
10.1.99.5 10.30.0.176 1198 1 198 . 01616.54309¢ 0.0000 — —
10.1.995 10.30.0.110 o 780 a 750 . 01955.04738¢ 73538462 0 0
10.1.99.5 10.30.0.60 ¥oATA s 474 . 01989,42742: 84735191 0 0
10.30.0.224 ¥ooam v 41 . 01111.27138:1293.6123 2 )
10.1.99.5 10.30.0.201 1158 1 158 . 01894.29040: 0.0000 - -
10.1.99.5 10.30.0.63 1158 1 138 . 01529.43638:  0.0000 — —
10.1.995 10.30.0.195 L] 1 92 . 03433.98181;  0.0000 — -
101,997 1030.0.111 7830 . 0 |l 7230 16.024286 11240.6447 0 5
10.1.99.9 10.30.0.176 to 16k il 16k . 0264.067970 1352.4702 99 )
10.1.99.9 10.30.0.178 LI T 184 . 01423498680 3.0120 488 0
10.30.0.195 T 230 T 230 . 07508.17830( 1925.8028 1 )
103.0.20 10300011 1 3% - o hl 3961708.20594: 32.7417 0 96
10.10.0.18 10.30.0.175 v 255 s 255 . 0243.783572  0.0017 - -
10.10.0.201 10.30.0.175 1 60 1 60 . 01914.61193C 0.0000 - -

10.10.0.203 10.30.0.175 T+ 1500 T= 1500 . 01488.53257¢ 120.8507 9 0 ©

Name resclution [ Limit to display filter [ Absolute start time Conversation Types ™

opy | [FOOWEEEEN Eer Help

Lo daals A5 2algd g (SWitCh-B) 8ea) o Gaas g;“‘ Juat¥) sllee maag (6.7)J<a
cOpexdicaally BigaV) (n ASAN & Sl lbalaa) 48K 4800 (Conversations) duald i
Ju Jlad) ddee JS 8 (Bytes) axag (Packets) e Sy ¢ bt (<G Juata JS0
Lad
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Appendix 5

M sw-B 00001_20221103113301_00015_20221107073008. peapng - X
File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help
Am 2@ RexEF i 5 Eaaan
(W dns [X] -]+
No. Time Source Destination Protocol Length  Info ~
l 9367.. 7542.874485 10.30.0.111 10.1.99.5 DNS 84 Standard query @xeb96 PTR 166.94.9.10.in-addr.arpa
9367.. 7542.926854 108.1.99.5 10.30.8.111 DNS 161 iStandard query response @xeb96 No such name PTR 166.94.9.10.in-addr.arpa SOA prisoner.ia..;
9368.. 7543.235108 10.30.0.111 10.1.99.5 DNS 84 Standard query @xe343 PTR 142.94.9.10.in-addr.arpa
9368.. 7543.235248 10.30.0.111 10.1.99.5 DNS 84 Standard query @xdb44 PTR 141.94.9.10.in-addr.arpa
9368.. 7543.23593@ 10.30.0.111 10.1.99.5 DNS 84 Standard query @x241c PTR 157.94.9.10.in-addr.arpa
9368.. 7543.265124 10.30.0.111 10.1.99.5 DNS 84 Standard query ©@x241c PTR 157.94.9.1@.in-addr.arpa
9368.. 7543.265155 10.30.0.111 10.1.99.5 DNS 84 Standard query @xdb44 PTR 141.94.9.10.in-addr.arpa
9368.. 7543.265160 10.3@.0.111 10.1.99.5 DS 84 Standard query ©xe343 PTR 142.94.9.1@.in-addr.arpa
9368.. 7543.287260 10.1.99.5 10.30.08.111 DS 161 Standard query response 8xdb44 No such name PTR 141.94.9.1@.in-addr.arpa SOA prisoner.ia..
9368.. 7543.288047 16.1.99.5 10.30.8.111 DNS 161 Standard query response @x241c No such name PTR 157.94.9.1@.in-addr.arpa SOA prisoner.ia..
9368.. 7543.290744 10.1.99.5 10.30.08.111 DNS 161 Standard query response 8xe343 No such name PTR 142.94.9.1@.in-addr.arpa SOA prisoner.ia.
< >

Frame 936791: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits) on interface \Device\NPF_{98A86PEA-6A19-413B-92EC-DA1@BBCE6FA4}, id @
Ethernet II, Src: Cisco_18:ad:c4 (50:86:04:18:ad:c4), Dst: Dell 9f:aa:ba (ed:54:e8:9f:aa:ba)
Destination: Dell_9f:aa:ba (e4:54:e8:9f:aa:ba)
Source: Cisco 18:ad:c4 (50:06:04:18:ad:c4)
Type: IPv4 (8xB80@)
Internet Protocol Version 4, Src: 18.1.99.5, Dst: 10.30.0.111
User Datagram Protocol, Src Port: 53, Dst Port: 51649
Domain Name System (response)

<

(CiSCO) aalag ariis (yn Jlai) pruasy (7.7) S

Olsie @i (IP) dlley aslall LI 304 8 ot (g delin Dlee el Glad) JSal) 4
Cmi (IP) Gl cilosbeall 3 S5 & aslsiall (Cisco) sdsa sl 5 ¢(10.30.0.11)
AQal Hla e 0S5 A (IP) guslie diyee s of s il Dlee b ¢(10.1.99.5) 5
oo SH )il (IP) disas Jlai) 138 Caes B jnas ¢ ulaall Greadionall ae ilily Jals Giasg
et B Cuall gl Aiad dlee ol Jla¥) e of Sl (Gide o (sale atiue OIS L 3
ddee 8 (el 30 aicnd AGAN 3l Bl Glilaay £)) sl Clld) 8 ey (AT JSLaA)

AiSaa b Jolal bl e 58 ST Ay g diea il
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Appendix 6

Jlaril lis calalae| juss

Ethemet 7 I

VirtualBox Host-Only Ethernet Ad..

Realtek PCle FE Family Controller

Jlaitl lis dlls e

Ethernet 3 -

sl willail © Yy Sanll © aSaul dmsl <

Jlaryl lis dgass sale| TV P SSPTR WY PH Y PPN Sy

- FERER ¥

nclg

dsskialy JLagyl
VirtualBox Host-Only Network #5 = VirtualBox Host-Only Network #4 = ukvpn.newft - *J
Sao B B Reatek PCle FE Family Controller (0
VirtualBox Host-q g o fwar Mini r
File Goto C iz F tes  Options  Utils  Hel, flost-Only -<noC 2
ile Goto Commands Faverites Options Utils Help N 2aital puminll e IS i
Broadcom 202.11|IP tange: [ 182 1 1 ol 182 168 143 255 dstart Jst-Only EY = Cliet for Microsoft Networks B9 @ r
Angry IP Scanner = 0

Hastname: [DESKTOH

Ssanning finished
42 sec, 0,165 sec/host

192.168.143.1 - 192.168.143,255

b= File and Prirter Sharing for Microsoft Netwarks 108 21
_ VirtualBox NDISG Bridged Networking Driver 59 @]
Npcap Packet Driver (NPCAP) 59 1

QoS Packet Scheduler 58 &

S 5S04 4 Sl (TCPAPY) o

1Ps seannec: 286 ~ Wicrosoh Network Adapter Mubiplexor Protocel s [71
Alive hosts 7 < L = —
wiles il os d S 134 oy
pEm|
1821661438
A TrRrE Alows your compater {0 acceas resorces on a Microsoh
192168143,  beaw e
192168143, Dead ]
@ 152168143 . Dead H/S hd

el S ee

o Aalal) A 8 aeadiendl) dae 3l (IPSCANEN) galin plaiiad maass (8.7)JSa)

(Switch-C)

A = @ BRess= = Qe
(W Japply = display filter . <Ctrl-/> -]+
Time Source Destination Protocol Length Info |2
58 47.778734 26:21:83:ad:c@:5@ HonHaiPr_89:9d.. ARP 42 Who has 192.168.43.104? Tell 192.168.43.1
59 47 .778863 HonHaiPr_89:9d:76 26:21:83:ad:c@.. ARP 42 192.168.43.104 is at eB:06:e6:89:9d:76
(1] 47.795843 216.58.198.68 192.168.43.104 uppP 408 443 -+ 58568 Len=366
61 47 796480 192.168.43.184 216.58.198.68 ubpP 77 58568 » 443 lLen=35
62 47.821622 216.58.198.68 192.168.43.104 76 443 > 58568 Len=34
63 47.821624 216.58.198.68 192.168.43.184 158 443 > 58568 Len=116
64 47.822789 192.168.43.104 216.58.198.68 uppP 75 58568 = 443 Len=33
<
Frame 262: 76 bytes on wire (6@8 bits), 76 bytes captured (6@8 bits) on interface \Device\NPF_{94995F54-2A1F-4455-9AF5-DE42BF@BIA34}, id @ A
Ethernet II, Src: 26:21:83:ad:c@:50 (26:21:83:ad:c0:50), Dst: HonHaiPr_89:9d:76 (e8:06:e6:89:9d:76)
v Internet Protocol Version 4, Src: 216.58.198.68, Dst: 192.168.43.104
@100 .... = Version: 4
.... 8181 = Header Length: 20 bytes (5)
Differentiated Services Field: @x80 (DSCP: CS4, ECN: Not-ECT)
Total Length: 62
Tdentification: @x@eee (8)
Flags: ©x4080, Don't fragment
...0 0BO0 0PRG 00RO = Fragment offset: @
Time to live: 55
Protocol: UDP (17)
Header checksum: ©xb89f [validation disabled]
[Header checksum status: Unverified]
Source: 216.58.198.68
Destination: 192.168.43.104
v~ User Datagram Protocel, Src Port: 443, Dst Port: 58568
Source Port: 443
Destination Port: 58568 ~

[ ]
@ 7 alpcapng Packets: 107736 * Displayed: 107735 (100.0%) profie: Default

(Switch-C) 4l 5ygal¥!) aaf Jsas Lilee g (9.7)d<a

55



Appendix 7

Qi e Jsaall Jslay 192.168.43.104 (IP) Jesy Slea a0 s ¢(8.7)d<al
J<a (Password) LUS Guyb oo Jsdall Jawd 8 aslad dmy (lKAl ad A0 Lalll

-(€0:06:6:89:9d:76) (lsic mad 4 Lala (Mac Addres) «ilac] a3 a5 (g cmnia

A m (] RE ] e= = =&aqan
(A [ans [X] ~]+
» Time Source Destination Protocol Length Info ~
~ 80969 1267.0332.. 192.168.43.104 192.168.43.1  DNS 91 Standard query ©xd399 A 2.au.download.windowsupdate.com
- 88973 1267.1477.. 192.168.43.1 192.168.43.1.. DNS 212 Standard query response @xd399 A 2.au.download.windowsupdate.com CNAME au.downl..
81573 1269.1262.. 192.168.43.104 192.168.43.1  DNS 74 Standard query @xc767 A login.live.com
81872 1269.8175... 192.168.43.1084 192.168.43.1  DNS 74 standard guery @xc767 A login.live.com —
82185 1270.3763.. 192.168.43.1 192.168.43.1.. DNS 382 Standard query response Bxc767 A login.live.com CNAME login.msa.msidentity.com .. .
PR I P - T e . R . p =
Frame 8@969: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on interface \Device\NPF_{94995F54-2A1F-4455-9AF5-DE42BF@BOA34}, id © ~

Ethernet II, Src: HonHaiPr 89:9d:76 (e@:06:e6:89:9d:76), Dst: 26:21:83:ad:c8:50 (26:21:83:ad:c0:58)

~ Internet Protocol Version 4, Src: 192.168.43.104, Dst: 192.168.43.1

o160 . = Version: 4

.... 8101 = Header Length: 28 bytes (5)

Differentisted Services Field: @xee (DSCP: CSe, ECN: Not-ECT)

Total Length: 77

Identification: ex24b7 (9399)

Flags: ©x0000

... eeee eeee @eee = Fragment offset: @

Time to live: 128

Protocol: UDP (17)

Header checksum: 8x3e2f [validation disabled]

[Header checksum status: Unverified]

Source: 192.168.43.104

Destination: 192.168.43.1
v User Datagram Protocol, Src Port: 53857, Dst Port: 53

Source Port: 53857

Destination Port: 53

Length: 57

Ch, ksyim: - Ay A; Lin: rifiadl ~

@ ¥ Domain Name System: Protocol Packets: 107736 - Displayed: 184 (0.2%) Profile: Default

(Windows) Jada sl clisaas dayin (SW-C) ASd (e pddies pli i (10.7) <A

827 de ) gs csj)ﬂ\ C_@j C)\; C_@j gs &Lﬁ)\ J}@.Ja &A}A Caad c(SW_C) Z\S.LJA 2\_\5‘\)‘\ e
& blal) dilas xie g (3383 30 (e JB) 8 (BGB) 4 eDlgia) 55l el 8 cass Cun dalua

s Lo Dlginds 218 192.168.43.104 sins (IP) olsic cliiay @) Calagall o Lang c35all el
(Windows) Jdass aUail culipass dayiy dald cas s «(1.9GB) ¢
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Appendix 8

M Wireshark - Endpoints - SW-B_000D1_20221103113301_00077_20221109084516.peapng - m} X

Ethernet-52  IPv4+152  IPv6'35 TCP-411  UDP- 4488

Address Packets Bytes T« Packets TxBytes RxPackets RxBytes Country City ASNumber ASOrganization 2

1030.0.111 a0 88M Ploos 2203k 0,001 86M — - - —

8238125124 VeT% G6M A BIM Triof 1232k — - - —

03.184.221.240 1w 1TM T ar 17M o,ATE 329k — - - —

239.255.255.250 AT 3919k . 0 WA 3919k — - - -

67.27.225.126 Tk 2844 k e 2395k A¥A 48k — - - -

1030.0.201 T 742k e 668k loy Thk — - - -

1030.0.222 TAL 593k AL 592k v 826 — - - —

1030.0.184 it 580k Ll 379k ¥ 200 — - - —

10.235.255.255 o0l 562k . 0 0,07 562k — - - —

1030.0.103 1er 509k lore 407k A 101k — - - —

1030.0.179 el 473k e M7k LAl %6k — - - —

10.30.0.69 18 453k (higy 410k w Bk — - - —

1030.0.174 ToM M1k T A0Tk The 4Nk — - - —

224.0.0.252 tvm 35k . 0 £V 35k — - - -

1020.0.24 Ve 289k vV 289k ¥ 266 — - - —

40.77.2.164 26k Foo o 167k T 48k — [ — _

23578455 207k e 1Mk 1t 12k — - - —

169.254,180.50 183k WA 183k . 0— - - —

169.254.2355.255 LVl 174k . 0 At 174k — - - —

255.255.255.255 o 173k . 0 or 1Bk — - - —

0.00.0 on 173k o 173k . 0— - - —

1030.0.39 LAST 167k LA 167k . 0— - - —

23.50.183.234 Tee 158k mo 150k IS 8256 — - - — N
Name resolution [ Limit to display fiter Endpoint Types ™

Copy ~ Map

(SW-B) 4 (& podiiss JS eDlgind oS pruagy (9.7) IS

aay of Al (Kay IS AT  ardins DS ddjee A Jaal oS (Endpoint) daals daulsy
A 8 eaals 5538 Jlska Lgaladiuls a sk (Al CNSi0 5 g o35 ¢ Slea IS @Dlgia) daaSy
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Appendix 10

Sciencedirect: Network Monitoring
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Scientific Research: Network Monitoring Problem.
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Springer Link: Network Monitor
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Appendix 13

Gantt Chart

Tasks

2022

2023

ALl Sl ! 56,3 Literature Review

Lzl angg l il duly Research Problem

Research Questions

Research Objectives

Methodology

8808 8E-

PUPOR [ TN Research Design
il e Implementation . -
oritll S gt Evaluation and Reporting - -

Wl slalydl 361,3 Literature Review # | ## | ##

Ll o il 2l Research Problem ##

Research Questions ##

Research Objectives ##

Methodology ##

PUPOPEL TP Research Design ##

Jeandl) Al Implementation #H | ## | ##

soaall LSy @puddl] Evaluation and Reporting ## | ##

62




	بسم الله الرحمن الرحيم
	﴿ قَالُوا سُبْحَانَكَ لَا عِلْمَ لَنَا إِلَّا مَا عَلَّمْتَنَا ۖ إِنَّكَ أَنتَ الْعَلِيمُ الْحَكِيمُ﴾
	{ البقرة: 32 }



